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2 HA
Windows Server 2012 R2
Windows Server 2016
Windows Server 2019

Windows Server 2022

1.2 Mt Ad
1.2.1 Y&

AERQIE £
Up to 40,000
40,001 to 70,000
70,001 to 90,000

90,001 to 110,000

1.2.1 VMware vSphere

dcmolE

D=

N

Up to 40,000
40,001 to 60,000

60,001 to 70,000
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Logical Processors RAM (GB)
2 12
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Logical Processors RAM (GB)
2 16
6 32
8 48
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services.bit9.com TCP /443
Reputation.threatintel.carbonblack.io TCP/ 443
App Control AH{ TCP /41001
Syslog / SIEM TCP /514
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2.

Database =24

2.1 SQL Server &

3.

ClIO|E{H|O] & Al A& OF7 |3 B

SQL Server 2012 x64
SQL Server 2014 x64
SQL Server 2016 x64
SQL Server 2017 x64
SQL Server 2019 x64
SQL Server 2022 x64

2E 8

3.111S &z| 714

Common HTTP Features:

o Static Content

o Default Document

o HTTP Errors

o HTTP Redirection
Application development:
ASP.NET (version 4.8)
.NET Extensibility (version 4.8)
CGI

ISAPI Extensions

ISAPI Filters

Health and Diagnostics:

o HTTP Logging

o Logging Tools

o Request Monitor

o Tracing

Security:

o Request Filtering
Performance: None
Management Tools:

o IIS Management Console
o IIS Management Scripts and Tools
FTP Publishing Service: None

o

o0 0 0 ©o

2.2 Database A&
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1. SQL Server AZ|

| @ App control A{B| Ax| 2, SQL Alx|7}

T SOL Server Installation Center

Y| OfOF BHLCH.

d

Planning

Installation

MNew SQL Server stand-alone installation or add features to an existing installation

Launch a wizard to install SOL Server 2019 in a non-clustered envirenment or to add
features to an existing SOL Server 2019 instance.

Maintenance
Tools
Resources

Advanced

Options

Microsoft SQL Server 2019

- 'SQL Server Installation Center' A3 > 'New SQL Server stand-alone Installation' HES 22510 A x|

=

%

Install SCL Server Reporting Services

Launch a download page that provides a link to install SGL Server Reporting Services,
An internet connection is required to install 55RS,

Install 3CL Server Management Tools

Launch a download page that provides a link to install 50L Server Management
Studio, SQL Server command-line utilities (SQLCMD and BCP), SQL Server PowerShell
provider, SGL Server Profiler and Database Tuning Advisor, An internet connection is
required to install these tools,

Install SQL Server Data Tools

Launch a download page that provides a link to install 5GL Server Data Tools (550T).
SSDT provides Visual Studio integration including project system suppert for Microsoft
Azure SOL Database, the SOL Server Database Engine, Reporting Services, Analysis
Services and Integration Services, An internet connection is required to install S50T,

Mew 50L Server failover cluster installation

Launch a wizard to install a single-node 50L Server 2019 failover cluster.
This acticn is only availabe in the clustered environment.

2l

0%
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T SOL Server 2015 Setup G O
Feature Selection

Select the Enterprise features to install,

Product Key
@ Looking for Reporting Services? Download it from the web

License Terms

Global Rules Features: Feature description:
Mo Updats Instance Features # || The configuration and operation of each
Product Updates Database Engine Services instance feature of a 0L Server instance is
Install Setup Files [] QL Server Replication isolated from other SQL Server instances, SOL
Install Rules [] Machine Leamning Services and Language | Prerequisites for selected features:

R
Feature Selection EPy‘tth Already installed:

] T Windows PowerShell 3.0 or higher
... Microsoft Visual C++ 2017 Redistributable

Feature Rules

Instance Configuration [ Full-Text and Semantic Extractions for Se: — -
; ; i ce uirements
Server Configuration [ Data Quality Services E o
Fistalbinse Efegine Gantigimadine [ PolyBase Query Service for External Data | (pyive C: 1198 B required, 88505 MB available
L T T - I 1 o s PP
< >

Feature Cenfiguration Rules

Ready to Install

Select All Unselect All
Installation Progress
Complete Instance root directory: |C:\Program Files\Microsoft SQL Server\, |
Shared feature directory: |C:\Program Files\Microsoft SOL Server', |

Shared feature directory (x86): |C:\P‘rogram Files (xBE)\Microsoft SQL Server\, |

< Back Mext = Cancel

- 'Database Engine Servies' 2! 'Client Tools Connectivity' 2| 3 2tA MEH
T SOL Server 2019 Setup = O

Database Engine Configuration

Specify Database Engine authentication security mode, administrators, data directories, TempDB, Max degree of
parallelism, Memory limits, and Filestream settings.

Produc%(ey Server Configuration ' Data Directories  TernpDB  MaxDOP  Memory FILESTREAM
License Terms

Global Rules Specify the authentication mode and administrators for the Database Engine.

Microsoft Update Authentication Mode - o

R e () Windows authentication mode

Install Setup Files
(® Mixed Mode [SOL Server authentication and Windows authentication)

Install Rules

Feature Selection Specify the password for the SQL Server system administrator (sa) account. -

Feature Rules Enter password: |"“""

Instance Configuration

1 . LA L L L L] L
Server Configuration Sembin poen |

Database Engine Configuration Specify SQL Server administrators —
e WIN-SHD5CAC5236\Administrator (Administrator) ROE St i e
Ready to Install unrestricted access to the Database
Installation Progress Engine.
Complete
Add Current User Add... Remove
< Back . Mext = Cancel

- 'Mixed Mode' & MENGI, SQL Server administrator A 0| M AI2E THAQ E Q12
- [Add Current User] MEHGIO] AFEF Windows Al 7t
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5 SQL Server 2019 Setup = O

Database Engine Configuration

Specify Database Engine authentication security mode, administrators, data directories, TempDB, Max degree of
parallelism, Memory limits, and Filestream settings.

Product Key Server Configuration Data Directories  TempDB  MaxDOP  Memory FILESTREAM
License Terms
Global Rules TempDE data files  tempdb.mdf, tempdb_mssql_#.ndf
Microsoft Update Number of files: 4 :
Product Updates &
g Initial size (MB): V024 1| Total initial size (MB):

Install Setup Files

Inctall Rules Autcgrowth (MB): 52 S Total autogrowth (MB):

Feature Selection Data directories: C:\Program Files\Microsoft 50L Server\MS550L15.M550LSERVER Add...

Feature Rules

Instance Configuration [aiae:
Server Configuration
Database Engine Configuration
Feature Configuration Rules b 2
Ready to Install TempDB log file: templog.Idf
Installation Progress Initial size (MB): 1024 |2 Setup could take longer with large irftial size.
Complete =
Autogrowth (MBy: 314 B
Log directory: |C:\Program Files\Microsoft S0L Server\M550L15.MS50OLSERVER
< Back Next = Cancel
AP
- TempDB MEHSHD 'data files' 2! 'log flie' 27| AtO| 2 2|4
T SOL Server 2019 Setup = O

Complete

Your SQL Server 2019 installation completed successfully with product updates.

Prcuct Koy Informaticn about the Setup operation or possible next steps:

License Terms

Global Rules

Feature Status

. & Database Engine Services Succeeded
Rlicrcat Syt @ SaL Browser Succeeded
Product Updates (@ sQL Writer Succeeded
Install Setup Files @CIientTooIs Connectivity Succeeded
Install Rules @SQL Client Connectivity SDK Succeeded

(P SO Cliant Cannactiibs Curcasdad

Feature Selection
Feature Rules

Instance Configuration Details:

Server Configuration Install successful.
Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

Summary leg file has been saved to the following location:

Ch\Program Files\Microsoft SOL Servert 1504 Setup BootstrapiLegh20240114 230929\Summary WIN-
GHDS5CACS236 20240114 2309296

Close

- MS SQL Server A2| &2 29I
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ﬁ Sql Server Configuration Manager

File Action View Help

5| #|EBc=H

‘@ SQL Server Configuration Manager (Local)

B SOL Server Services

_E_ S0L Server Metwork Configuration (32bit]
» ,, 50L Mative Client 11.0 Configuration (324
w _E_ S0L Server Metwork Configuration
E= Protocols for MSSOLSERVER
» ,, SQL Mative Client 11.0 Configuration

- 'Sql Server Configuration Manager' A&i5t0{ DB &0 A2 S T2 EZ &9l

- TCP/IP AL2)

|ﬁ Sql Server Configuration Manager

| Fi Action  View Help

«= znE=H

@ S0L Server Configuration Manager (Local)
E 50L Server Services
_E_ 5QL Server Network Configuration (32bit
» ,, 50L Mative Client 11.0 Configuration (321
v E_ 50L Server Metwork Configuration
B~ Protocols for MSSQLSERVER
» .. 5QL Mative Client 11.0 Configuration

4, 'TCP/IP' 2dat 43 2

2t2 & SQL Server A{H|A {45l

S
=

Protocol Mame Status
%~ Shared Memory Enabled
MNamed Pipes Enabled
W TCR/IP Enabled
=
TCP/IP Properties ?
Protocol TP Addresses
B i1 A
Active Yes
Enabled Ma
IP Address fed0:d9d9:1811:1036:23df%11
TCP Dynamic Ports
TCP Port 1433
SNTF]
Active Yes
Enabled Yes hd
IP Address 10.6.71.17
TCP Dynamic Ports
TCP Port 1433
Eips3
Active Yes
Enabled Mo
IP Address Hi
TCP Dynamic Ports
TrD Dot 1433 W
Enabled
Enable or disable the IP address
Cancel Apply Help
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B Login Properties - WIN-OHD3CAC5236\Administrator - O >

Selecta page T Script ~ @ Help
& General
# Server Roles
& User Mapping Server role is used to grant server-wide security privileges to a user.
K Securables
F Status
Server roles:
[] bulkadmin
[] dbecreatar
[] diskadmin
[] processadmin
public
[] securtyadmin
[] serveradmin
[] setupadmin
sysadmin
Connection
Server:
WIN-9HDSCACS236
Connection:
WIN-3HD5CACE236M\Administrator
¥ View connection properties
Progress
Ready

Concel

- DB M| A 2|40 CH3H'sysadmin' M3t BHet

2. App Control Server AZ|

2t 2 M : https://docs.vmware.com/en/VMware-Carbon-Black-App-Control/8.10/cb-ac-server-installation-guide/GUID-17F7BE89-
2E6F-4F69-92F8-0FA8F562E454.html
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8.9.x Server

8.9.6, Released 10 April 2023

« Announcement
+ Release Notes

¢ [nstaller Download Link

Rules Installer

1.22, Released 14 September
2023

s Announcement
+ Release Notes

¢ [nstaller Download Link

Agent Information & Downloads

Windows Agent

8.9.2, Released: 6 November
2023

s Announcement
+ Release Notes

s [nstaller Download Link

- App Control QIAE 2 CIRZE

8.8.x Server

8.8.6, Released 21 February
2023

+ Announcement
+ Release Notes

+ [nstaller Download Link

Certificate Installer

21 February 2023

* Announcement

« Certificate Installer Download
Link

Linux Agent

8.7.20, Released: 14 December
2023

+ Announcement
* Release Notes

+ [nstaller Download Link

8.7.x Server

8.7.8 Released 21 February
2023

« Announcement
+ Release Notes

+ |nstaller Download Link

macOSs Agent

8.9.0, Released: 27 July 2023
« Announcement
+ Release Notes

+ |nstaller Download Link

Server Installer Ct22E

Rules Installer Ct22E&

Certificate Installer Ct2 2

Agent Installer CH2 2 = (MAC, Windows, Linux)

0 CH22E : https://docs.vmware.com/en/VMware-Carbon-Black-App-Control/services/ch-appc-release-info/GUID-97815946-
2AA4-4488-BC12-B8DCABEBFE56.html

Carbon Black App Control - InstallShield Wizard *
License Agreement VITWaErE
Please read the following license agreement carefully. G Carban Black
App Cantral

VMWARE END USER LICENSE AGREEMENT 2

PLEASE NOTE THAT THE TERMS OF THIS END
USER LICENSE AGREEMENT SHALL GOVERN
YOUR USE OF THE SOFTWARE, REGARDLESS
OF ANY TERMS THAT MAY APPEAR DURING
THE INSTALLATION OF THE SOFTWARE.

IMPORTANT-READ CAREFULLY: BY s

(®) 1 accept the terms of the license agreement Print

(7)1 do not accept the terms of the license agreement

< Back Cancel

- ParityServerSetup.exe T2 128 AISH QI 210|MA Z0
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Carbon Black App Contrel - InstallShield Wizard bt

Select Features viware
Select the features setup will install, G

Carban Black
App Cantnal

Select the features you want to install, and deselect the features you do not want to install,

Carbon Black App Control Console
] Carban Elack App Control Reporter 9 MB
pp p

Destination Folder

C:\Program Files (x86)\Bit9

Space Required on C: 300 MB
Digk 5
Space Available on C: 77358 MB st
< Back MNext = Cancel
- M3 S IS5 U M3 9|, 8 HOl
Carbon Black App Control - InstallShield Wizard H
Database Server fp—
Select database server and authentication method. G N
App Cantral
Select the databaze server from the list below or click Browse to see a list of all database
servers, You can also specify the way to authenticate your login using wour current credentials or
a 50L Login 1D and Pazzword.
Databasze Server
|[|C'Cﬁ|] ~ Browse...
Initially connect using:
(®) Windows authentication
() SOL Server authentication using the Login 1D and password below
Login [D:
Password: %
< Back Cancel
- (5 80| DB7t H2|zl H2) Database A{H| 2|2] '(local)' & U Q1S &g EH
- (2l #50f DB7H A2/l ) Database Abi 21X 'FQDN or IP' /2] & 0I5 e Mey
Carbon Black App Control - InstallShield Wizard =

Carbon Black App Control Database Configuration

Configure database to be uzed by Carbon Black App G
Contral Server

Flease select one of the following database configuration options:

(®) Create a new datsbase

Create a new Carbon Black App Control D atabase

IJz& an exizting database

() Restore from a database backup

Festare from a Carbon Black App Contral Databaze backup. Upgrade if neccessary.

< Back Cancel
- Al A2|o] AL, Create a new database MEHSIO Al A4
* 7|2 H|O|E{H|O| A AFRL| ZL, Use a exiting database AEH
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Carbon Black App Control - InstallShield Wizard >

Log On Carbon Black App Control Server As

Specify the user account to be used by Carbon Black App Control Server. The user account must
be in the format "DOMAINYU sermame" and must have access to the SOL database zerver.

Local Spstem Account

(®) Specify Account

User name:

| win-Ihd5cac52 364 adminiztrator |

Pazsword:

| sesssnns |

< Back Cancel

- App Control Server2} SQL Server Of 2N A 7Hs 5t Windows AFZAF AIY 2|

Carbon Black App Control - InstallShield Wizard >
Server Configuration Options vmware
The follawing information is heedad to configure the server G Carban 5

Pleasze enter the information gou would like your Carbon Black App Control Agents to use when
connecting to the Carbon Black App Control Server.

Server Address : I| chac. seungmin.tesq

Conzole Port: 410
Agent Part: 41002

Carbon Elack App Control Agents use secure 551 communication using the 503 certificate
generated by the Carbon Black App Control Server.

After inztallation, wou can substitube ah existing certificate using the Security tab on the Spstem
Configuration page accessible from the configuration [gear] menu.

< Back Cancel

- App Control ¢l 2& Z&0]| AF2E IP or FQDN HE &

Carbon Black App Control - InstallShield Wizard b4

Logon for Console Application G

Specify the user account to be used by Carbon Black App Control Conzole Application under 115,
Jzer account must be in format DOMAIMAU semame and have access to the database server and &
'Log on as a batch job' user right.

Local Spztem Account

(®) Specify Account

Uszer name:

| win-3hd5cachZ36hadministrator |

Passward:

< Back Cancel

- App Control &l 24 IIS MH| A0 AF2E Windows AFZA} A|A X (App Control Server & SQL Server M| A 7Hs 2|1 A)
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Carbon Black App Control - InstallShield Wizard >

Select the *.509 certificate that will be uzed for Carbon
Black App Contral Consale [I1S].

Carbon Blat:{}App Control Console[ll5] certificate GB

(®) Create Mew Self-signed Certificate for 115

s Create an ».503 certificate using the Carbon Black &pp Control Console
'J_ certificate template.

(") Use Pre-existing Certificate for 115
5 Provide a pre-existing #.509 certificate for Carbon Black App Control Consale

v
I 5] uze.
< Back Cancel
- App Control &l 2& QIS A MeH
Carbon Black App Control - InstallShield Wizard *
Create X_509 Certificate for Carbon Black App vmware
The fallowing information is needed to create an 509 GB SR R
certificate for the Carbon Black App Caontral Conszale [[15]. App Cantrel

Flease enter the infarmation you would like to have dizplayed on the .509 certificate.

Email Address: support@carbonblack.c
City: s altham Canfirm F'assword%:_

Compary: Widware, Inc.

Country Code:

State:

Department; Support

Common Hame: chac. zeungmin.test

II I}I_n

Subject Alternative Name:  |DMS=chbac.seungmin. test
7

< Back Cancel

-- (Create New Self-signed Certificate for IIS & MEH) Zt| QIS A7} Ql= HS Carbon Black Q1S A Ll A4
Carbon Black App Contrel - InstallShield Wizard *
Use Pre-Existing X.509 Certificate for Carbon Black vmware
Select the pre-existing .509 certificate file that will be used. G

Flease select the certificate for accessing Carbon Black App Control Congole [I15]. Certificate is
imported by specifying a certificate file [ pfx] and a pazsword. Certificate Common Mame or one
of the SAM entries must correspond to the Server name.

Enter Certificate File: | | | Browse |

Etter Pazzword: | |

Canfirm Password: | |

< Back Mext Cancel

-- (Use Pre-existing Certificate for IIS &M MEH) 24| QIS M7t Q= AR AUSMH Y2E AR
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Carbon Black App Control - InstallShield Wizard >

Flease enter Carbon Black App Contral licenze key. c ack

W
A el

Please enter Carbon Black App Control license key. GB

If you have received a license key, please enter it below or specify a license file.

Without & license key. Carbon Black App Control will automatically install az an Evaluation
Wersion for ¥ days. You can alzo enter a licenze key fram within the Conzsole at any time after
inztallation.

(®) License key: Evaluation License

Enter Licenze ey

() License file: Browse. .

< Back Cancel

- App Control 2f0J4d A & (77| FIHH 2t0| A A|5)

Carbon Black App Control - InstallShield Wizard *

Specify global access method(z) for Carbon Black &pp

Carbon Black App Control Agent Management G
Cantrol management comnmands.

Frovide global access to Agent management commands [for diagnostics, recovery, etc.] by specifying
a ugerl of group, a password, or both. Thiz setting appears on the General tab of the System
Configuration page accessible from the configuration [gear] menu.

Specify global pagsword for managing agents

Enter Pazzword: | | 1 to B4 characters

May not contain
Confirm Password: | | [>< (e [k =",

[] Specify user or group allowed to manage agents
windows Pre-defined group User ar group
Mac: Uzer Group

Lirus: Uszer Group

< Back Cancel

e Ao AFEE AERQIE O 0| HEO CHE IHALIE Y (e 7ts)

=]

Carbon Black App Control - InstallShield Wizard *
Carbon Black App Control console vmware
Specify a pazzword for the Admin account for the consale (1) GB c
A

Thiz paszword will be used to log in to the conzole with the Admin account.
- Check with your organization for ang additional requirements
- Ay combination of letters, numbers, or English-kepboard characters
- B4 character mawinm

- 12 character minimum

Password: | sosceeescescssce |

Confirm Password: | FTIYII I |

< Back Cancel

- App Control &l & admin I§AQ|E Q1=
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Carbon Black App Contrel - InstallShield Wizard bt

Carban Black
App Cantial

Setup Status G vmwaEre

The InstallShield Wizard is installing Carbon Black App Control

Installing Carbon Black App Control database. ..

InztallShigld

Cancel

LR
Carbon Black App Control - InstallShield Wizard
InstallShield Wizard Complete

vmware

Carbon Black

App Control

< Back Cancel

- M3 g

* QI a0l MH| MZ| Al : Certificate Install 22

3. App Control Ax| =9l

|.’5; Microsoft SOL Server Management Studio (Administrator)
File  Edit View Tools Window  Help

R | B-o-ak |J"'|J%Newcluery e
| - | Execute J A

Object Explorer
Connect = 1 x’
=l =% WIN-9HD5CAC5236 (
= Databases
Systern Databases

Snapshots
g das

Server Objects

Replication

PaolyBase

Always On High Availability
Management

Integration Services Catalogs
52 SOL Server Agent (Agent XPs disabl
XEwent Profiler

- App Control MEOf|AM 44445t 'das' DB 44

ox
fo



1%zl Task Manager = ] X
File Options View

Processes  Performance Users Details Services

- 3% 20%
Narme Status CPU Memary
> & Windows Explorer 0% 242MB 2
Background processes (34)
[8=] AggregatorHost 0% 1.7 MB
B AzureArcSysTray 0% 2.1 MB
v (i3 Carbon Black App Control Reporter Service 0% 20.1 MB
% Carbon Black App Control Reporter
v [z Carbon Black App Control™ Server Service (32 bit) 0% 83 MB
_..e) Carbon Black App Control Server
[2=] COM Surrogate 0% 2.6 MB
> [mZ] COM Surrogate 0% 3.2 MB
CTF Loader 0% 3.3 MB
[8z] Host Process for Windows Tasks 0% 54 MB
[#Z] Host Process for Windows Tasks 0% 2.0MB
> = Microsoft Distributed Transaction Coordinator Service 0% 2.0MB
3= Mirrnenft Safhware Bratectinn Platnrm Sendire 0% QMR i
() Fewer details | Endtask
- 223 PR o TRN|A 52 B0l
e Carbon Black App Control Reporter Service T2 M|A
e Carbon Black App Control Server Service ZZ M| A
4. App Control 27| 44
4.1 2}0|MA 28
@[3 Carbon Black App Control - Das X | + =
&~ (€] o] https://cbac.seungmin.test/Dashboard/Dashboard/Dashbeard.aspx 5 3= z

VMW carbon Black App Control & chacseungmintest  Dashboards v Reporis v  Assets v Rules v Tools v

Home Page & o Version 8.10.0.485

No triggered alerts.

Find Computer
Find top: |10 ¥ | | Blacks by Computer | Search by @ Computer name or IP  User name
Max age: | Last Day i Search for.

Kl

r IP address

Find Files or Events

Computer: | Any Computer (i)
o i Change Polic;
User: | Any User d g o
Filename: | 1 ifec Change policy of computer.

4 Exact match
- Q22 Mo [Settings] > [System Configuration] Oi| 4 A EH

| enter a computer name or IP address ]



(3 Carbon Black App Contral - Syst X | T

&~ &) & https://cbac.seungmin.test/configuration.php?tab=licensing&menu v 3= =
VMW carbon Black App Control 2 cbac.seungminiest  Doshboards v Reports v Assets v Rules v Took v setings ¥ Help @  aomin &
3 cbac.seungminte.. & Home / Administration / System Configuration / Licensing Version 8.10.0.485 5
Reports System Configuration (2]
Assets General | Events | Security | Advanced Mail External Connectors || Unified SAML

Options Analytics Management Login

Rules

Licensing (2]

Login Accounts Your Carbon Black App Control Evaluation will expire in 6 days.

Licenses &

@ Paste license key (O Specify license file

Tools

Administration

System Configuration

- [Licensing] €4 O] = > '2}0| M A Tl MEH' = [Add License] HHE 2&l6t0{ 20| MA A&

4.2 0O|ME &l E HZ2E

@3 Carbon Black App Control - Upd X | (3 Carbon Black App Control - Dow X | +

[m] X

b
g
)

< O O httpsi//cbac.seungmin.test/Update.php &

VMW carbon Black App Control 2 cbac.seungmin.iest Dashboards ~ Reports v Assets v Rules v Tools + Semng&#

- Login Accounts
g cbac.seungmin.te... Home / Administration / Update Agent/Rule Versions 4 Version 8.10.0.485

. System Configuration
Reports Update Agent/Rule Versions @

System Health

Assets o m mmm e e e e e e Update Agent/Rule Versions

Rules
Tools

Administration Drag and drop installers here

Login Accounts

" Select a File

System Configuration

!
1
|
1
|
|
:
i
1
:
:
1
]
:
|
1
|
: or
1
|
1
]
.
i
1
:
:
1
!
]
|
|
'
i
i
!

- Q22 ACo] [Settings] > [Update Agent/Rule Version] 0|+ 0| =


https://bs.etevers.tech/uploads/images/gallery/2024-01/NVTimage.png

@3 Carbon Black App Control - Upd x| @3 Carban Black App Control - Dav. x| +

G O & httpsy/cbac.seungmin.test/Update.php Y ¥ °

VMW carbon Black App Control 2 cbac.seungmin.test Dashboards ~  Reports »~  Assets v Rules v  Tools v Settings ﬂ Help e admin =

g CELEET LD RO Y o me ¢ Administration / Update Agent/Rule Versions Version 8.10.0.485

@suc ully installed. @
Reports b @ Successfully installed. @

Assets 3 Update Agent/Rule Versions @

Rules > IR ittt

(@ Successfully installed.

Click to dismiss

or

Select a File

System Configuration

-'SelectaFile' F='Ef0 M ES YAlOoZ S 9l O0S EH OfO|ME 2

e LinuxHostPackagelnstaller.exe

e WindowsHostPackagelnstaller.exe
o MacHostPackagelnstaller.exe

® RulesInstaller.exe

Policies

Group By:

|(none) ~|| Ascending w
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Download Carbon Black App Control Agent Install Packages
Carbon Black App Control protects your computer and the network from viruses, spyware, and other malicious applications.
Date Modified

Description Date Created

Installing the Carbon Black App Control Agent software is simple:
1. Click the installation setup file for the policy assigned to you by your network administrator.
Jan 152024 10:56:37 |

2. Download the installation setup file to a convenient location on your hard-drive.

3. For executable files, double-click the newly downloaded file to install the Carbon Black App Control Agent. For archive files, see the User Guide for installation instructions.
Jan 152024 10:51:04 PM

Carbon Black App Control Agent Installation Setup Files

Refresh Page
sha256: 5 a4532d760353a240336802c979f9e0f6c62874788e201d879000739b8d15ebfé

Install Package

sha256: ¥ faacf5433f13eBa55106db57393793cd06767994a56f5164e3f5a1 13316243
Page 1/1

sha256: & 0356494daddcBffa4bdb407ba06e60dd67fa39d2473fb45f620cd2249026310c
sha256: “J 6b983aadbb6cco090ce68619beeada21405fba7f649¢2ch8I77ab9efof8c5293

Policy Name
Windows (test.msi)
Windows (test.zip)
test
Mac (test-mac.dmg)
Red Hat (test-redhat.tgz)
2C 5ol

1 item
- Of0|ME LI2ZE T0]A| 2 0| S50 of|0|HE ¢

@ 00| E Ct22C 10| Z| : hitps://IP or FQDN/hostpkg/
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1. Windows (|O|HE MHx

o O|0| M E S =3ty : https://docs.vmware.com/en/VMware-Carbon-Black-App-Control/services/ch-appc-oer-winagent-
desktop/GUID-A22FCC4B-CA35-4DDF-AA52-A101581E34F4.html
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e B RHE|R 0% 20.4MB OMB/s OMbps
B BLRC T2 AA (53)
[mE] Antimalware Service Executable 02%  198.8MB 0.6MB/s OMbps
[®=] Application Frame Host 0% 5.1MB OMB/s OMbps
v [ Carbon Black App Control™ Agent Executable(32H| E) 17.0% 347MB  101.4MB/s OMbps
©;, Carbon Black App Control Agent
[#5] COM Surrogate 0% 0.1MB OMB/s OMbps
[®E] COM Surrcgate 0% 0.2MB OMB/s OMbps
CTF Loader 0% 23MB OMB/s OMbps
{Lh Google Crash Handler 0% 0.4MB OMB/s OMbps
{Lh Google Crash Handler(32H| E) 0% 0.4MB OMB/s OMbps
¢~ Microsoft Distributed Transaction Coordinator AjH| 2 0% 0.1MB OMB/s OMbps  +
< >
{HED|(D) A EUY1E
-2 22| A e MBI 20150 Of|0[ME M| ol

1.2 CLI &

@ =ciOIUESS A S0l A (V|2 gt - HIZ-d3)
[Settings] - [System Configuration] - [Security] 8|+ O|= > 'Client Registration Code' 29I

: [App Contro] &l 2& &% >

1.2.1 S=l0|¢E S5 I E H|&dst

# 22 2O J=2 Y = 43
msiexec.exe /i "C:\Path\To\PolicyInstaller.msi" /qn /norestart /L*v "C:\Temp\AgentInstall.log"

# Mz 20 C|RR2C URL 2|d & Az

msiexec /i "https://IP or FQDN/hostpkg/pkg.php?pkg=PolicyInstallerLink.msi" /gqn /norestart /L*v
"C:\Temp\AgentInstall.log"

1.2.2 E2210|¢E E5 1 E

ufol

3t

# 4z L2O0H F=2 Y = 43
msiexec.exe /i "PolicyInstaller.msi" B9 REGISTRATION CODE=S5S = E=goeshere /qn /norestart /L*v
"C:\Temp\AgentInstall.log"

# 42 T2 4225 URL 2|E T 43|
msiexec /i "https://YourServer/hostpkg/pkg.php?pkg=PolicyInstallerLink.msi" B9 REGISTRATION CODE=S& ZE /qn

/norestart /L*v "C:\Temp\AgentInstall.log"

2. MAC ¢0|HE A=
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Carbon Black App Control for Mac provides :
Immediate visibility into all executable
files, whether running or not, on Mac
endpoints and servers, allowing you to
identify untrusted software and helping
protect your organization's trade
secrets and intellectual property.

Real-time signature-less detection and
prevention of advanced threats and
zero-day attacks that target the Mac
platform.

A recorded history of all endpoint and
server activity to accelerate incident
response

Please press 'Continue' to be guided through the
steps necessary to install
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3. Linux Of|0|XE A

o O|0| M E &3 : https://docs.vmware.com/en/VMware-Carbon-Black-App-Control/services/ch-appc-oer-linuxagent/GUID-
CEDASE05-2D84-4D58-BCD8-0FOFFA517AD2.html

3.1 CLI &%|

[ NON ) useungmin — root@rpm-minion:/tmp/agent — ssh root@10.6.71.11 — 93x16

[root@rpm-minion agentl# |wget http://cbac.seungmin.test/hostpkg/pkg.ph
--2024-01-17 ©83:18:23—— H ) .
Resolving chac.seungmin.test (cbac.seungmin.test)...

p?php=test-redhat.tgz

10.6.71.17

Connecting to chac.seungmin.test (cbac.seungmin.test)|10.6.71.17]|:8@... connected.
HTTP request sent, awaiting response... 200 0K

Length: 1525 (1.5K) [text/html]

Saving to: 'pkg.php?php=test-redhat.tgz’

100%[ >] 1,525 —.—K/s in @s

2024-01-17 ©3:18:23 (238 MB/s) - 'pkg.php?php=test-redhat.tgz’ saved [1525/1525]

- Liunx O] App Control 2| T2 28 A2 = (SSH £ = Wget 0| 8)

[ NON ] useungmin — root@rpm-minion:/tmpfagent — ssh root@10.6.71.11 — 76x22

|[ract@rpm—minian agent]# tar -xvzf test—redhat.tgzl
test-redhat/server.cont
test-redhat/configlist.xml
test-redhat/configlist_v2.xml
test-redhat/b9install.sh
test-redhat/b%install.asc
test-redhat/bit%9cs.asc
test-redhat/bit%9cs_sha2.asc
test-redhat/b%agentRedhaté.rpm
test-redhat/b%agentRedhat7.rpm
test-redhat/b%agentRedhat8.rpm
test-redhat/b%agentRedhat?.rpm
test-redhat/b%notifierRedhaté.rpm
test-redhat/b%notifierRedhat7.rpm
test-redhat/b9notifierRedhat8.rpm
test-redhat/b9notifierRedhat9.rpm
[root@rpm-minion agentl# I
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@® [ ] useungmin — root@localhost:fhome/test-redhat — ssh root®10.6.71.112 — 96x24
[root®Plocalhost test-redhatl# gpg --dearmor bit9cs_sha2.asc

[root@localhost test-redhatl# gpg —--no-default-keyring ——homedir . --keyring bit9cs_sha2.asc.gpg
——verify b9install.asc h%9install.sh

gpg: WARNING: unsafe permissions on homedir '/home/test-redhat’

gpg: Signature made Mon Nov 27 21:41:04 2023 KST

apg: using RSA key E7892ECDFDC5089C6

gpg: /home/test-redhat/trustdb.gpg: trustdb created

gpg: Good signature from "build (carbonblack) <contact@carbonblack.com>" [unknown]
gpg: WARNING: This key is not certified with a trusted signature!

apg: There is no indication that the signature belongs to the owner.
Primary key fingerprint: 3567 6AEE 452F 91A6 @D2F 4A43 E789 2ECD FDC5 @9C6é

- gpg 7| 915 S8 M| ASRIE QBN A}

- "Good signature from "build (carbonblack)"" Of| M| X| 2+QI

P B & Public Key CH22E : https://docs.vmware.com/en/VMware-Carbon-Black-App-Control/services/cb-ac-
announcements/GUID-123F59D1-E2C4-431F-8CEE-5D924CF83F13.html

@® @ in — root@ host:/home/ftest-redhat — ssh root@10.6.71.112 — 98x26

[root@localhost test-redhatl# sh ./b%9install.sh -n =
Installing App Control agent package

Starting the App Control Daemon
Completed agent install on Thu, 18 Jan 2824 10:41:34 +0900@

Running scriptlet: nss-3.90.0-4.el8.x86_64 9/9
Running scriptlet: b9agent-8.7.20-1.el8.x86_64 9/9
Verifying : nspr-4.35.0-1.e18.x86_64 1/9
Verifying : nNss-3.90.0-4.e18.x86_64 2/9
Verifying : nss—-softokn-3.90.0-4.e18.x86_64 3/9
Verifying : nss-softokn-freebl-3.90.0-4.e18.x86_64 4/9
Verifying : nss-sysinit-3.90.0-4.e18.x86_64 5/9
Verifying : nss-util-3.90.0-4.e18.x86_64 6/9
Verifying : libicu-60.3-2.e18_1.x86_64 7/9
Verifying I unzip-6.0-46.el8.x86_64 8/9
Verifying : b9agent-8.7.20-1.e18.x86_64 9/9

Installed:
b%agent-8.7.20-1.e18.x86_64 libicu-60.3-2.e18_1.x86_64
nspr—-4.35.0-1.e18.x86_64 nss—3.90.0-4.e18.x86_64
nss—softokn-3.90.0-4.e18.x86_64 nss—softokn-freebl-3.90.0-4.e18.x86_64
nss—-sysinit-3.90.0-4.e18.x86_64 nss—util-3.90.0-4.e18.x86_64
unzip-6.0-46.el8.x86_64

Complete!

-2 2 2 43| gz

@® [ ] useungmin — root@localhost:[home/test-redhat — ssh root@10.6.71.112 — 98x26

[rootPlocalhost test-redhatl# systemctl status b9daemon.service

@ b9daemon.service — AppC b9daemon service
Loaded: loaded (/usr/lib/systemd/system/b9daemon.service; enabled; vendor preset: disabled)
Active: active (running) since Thu 2024-01-18 10:41:34 KST; 4min 3s ago

Main PID: 2444 (b9daemon)
Tasks: 36 (limit: 49612)
Memory: 1.8G
CGroup: /system.slice/b%daemon.service

L2444 /fopt/bit9/bin/b9daemon

Jan 18 10:41:30 localhost.localdomain systemd[1]: Starting AppC b9daemon service...

Jan 18 1@:41:30 localhost.localdomain b9daemon[2370]: b9daemon called by start

Jan 18 10:41:30 localhost.localdomain b9daemon[237@]: Checking b9k_87281 Driver

Jan 18 1@:41:30 localhost.localdomain b9daemon[237@]: Looking if modules directory is updated
Jan 18 10:41:34 localhost.localdomain b%9daemon[2370]: insmod llib/modules/A.18.0—193.918.x86_64i
Jan 18 1@:41:34 localhost.localdomain b9daemon[237@]: insmod /lib/modules/4.18.0-193.el8.x86_64jg
Jan 18 1@:41:34 localhost.localdomain b9daemon[237@]: Starting b9daemon: [ OK 1]

Jan 18 10:41:34 localhost.localdomain systemd[1]: Started AppC b9daemon service.
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[root@Plocalhost test-redhatl# ps aux | grep b9
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lhost:fhome[test-redhat — ssh root@10.6.71.112 — 98x26

[b9-WatchdogServ]
[b9-ContextManag]
[b9-DeviceTrackil
[b9-ProcessTrack]
[b9-DirtyTrackin]
[b9-RefCountCleal]
[b9-restart—daem]
/opt/bit9/bin/b9daemaon
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1. Updaters

1.1.82 29

[ select 35 Name Platforms Enabled Date Created Created By Date Modified

B Enabled: Yes 10 item(s)

(m] Allow Printer Installations Windows Yes Feb 18 2024 04:46:16 PM System Feb 18 2024 04:46:16 PM
o Apple System Performance Mac Yes Feb 18 2024 04:46:27 PM System Feb 18 2024 04:46:27 PM
(m] ion of Linux q Linux Yes Feb 18 2024 04:46:19 PM System Feb 18 2024 04:46:19 PM
o Linux Self Protection Linux Yes Feb 18 2024 04:46:28 PM System Feb 18 2024 04:46:28 PM
(m]cy Linux System Performance Linux Yes Feb 18 2024 04:46:19 PM System Feb 18 2024 04:46:19 PM
o Mac App Store Downloads Mac Yes Feb 18 2024 04:46:18 PM System Feb 18 2024 04:46:18 PM
0o# Mac System Updates Mac Yes Feb 18 2024 04:46:19 PM System Feb 18 2024 04:46:19 PM
o Microsoft NET Framework Windows Yes Feb 18 2024 04:46:16 PM System Feb 18 2024 04:46:16 PM
(m]cy Windows 8, 10 and Server 2012 Updates Windows Yes Feb 18 2024 04:46:18 PM System Feb 18 2024 04:46:18 PM
o ‘Windows Update Temporary Files - Do Not Report Windows Yes Feb 18 2024 04:46:18 PM System Feb 18 2024 04:46:18 PM
B Enabled: No 54 item(s)

[m]cy Adobe Acrobat Reader 10.0 Windows No Feb 18 2024 04:46:16 PM System Feb 18 2024 04:46:16 PM
o Adobe Acrobat Reader 9.0 Windows No Feb 18 2024 04:46:16 PM System Feb 18 2024 04:46:16 PM
[m]cy Adobe Acrobat Reader DC Windows No Feb 18 2024 04:46:16 PM System Feb 18 2024 04:46:16 PM
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. Rapid Configs
2.1. 220 MY
rLrO 1 20
[ select 3 Name = Description Enabled | Configured = Platform Meodified By
Reports or prevents potentially malicious behavior related to browsers.
This includes ion of files by bre T ion of
® Browser Protection the hosts file, and modification of browser related registry entries. No No Windows System
Minimum Carbon Black App Control agent version to use this Rapid
Config is 8.0.0.
Provides protection against tampering with the Carbon Black App
o Carbon Black App Control Server Tamper Protection Control Server. Minimum Carbon Black App Control agent version to use No Yes Windows System
this Rapid Config is 7.2.0.
0 Carbon Black EDR Tamper Protection Prevents tampering with Carbon Black EDR. Minimum Carbon Black App No Yes Windows System

Control agent version to use this Rapid Config is 7.2.0.

Reports or prevents potentially malicious behavior related to file based
® Cryptomining Protection cryptomining attacks. Minimum Carbon Black App Control agent version No No Windows System
to use this Rapid Config is 8.0.0.

Approve files written by the Delivery Optimization Service (DaSvc). This
Rapid Config is not needed for agents running version 8.1 and later
o Delivery Optimization because files written by the Delivery Optimization Service will No Yes Windows System
automatically be approved in those versions. Minimum Carbon Black
App Control agent version to use this Rapid Config is 7.2.0.

Allows and optionally promotes all files under the Sysvel and NetLogon
directories of the specified domain contrellers if an agent is a member of

= e the specified domain. Minimum Carbon Black App Control agent version No No Rtz System
to use this Rapid Config is 7.2.0.
Protect against the exploit known as Doppelganging on windows

— - . i svstems. httos:, bonblack docs/DOC- -

Rapid Configs 242 TH2I0] 5t 58 U R4t SO| 27| 2 40

Last Modified By

System
System
System
System
System
System
System
System
System
System

System

System

System

Policy

All Current and Future Policies

All Current and Future Policies

All Current and Future Policies

All Current and Future Policies

All Current and Future Policies

All Current and Future Policies
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[ select 28 Name State Date Approved or Banned Q:::"::; " First Seen Date Trust Acknowledged First Seen Com
o Q Windows C Toolkit (NET dati Unapproved Feb 18 2024 05:03:15 PM Not trusted (Unknown) No ETVS\SEUNGN
o Q Newtek Inc Unapproved Feb 18 2024 05:05: Not trusted (Unknown) No ETVS\SEUNGN
o Q Microsoft Dynamic Code Publisher Unapproved Feb 18 2024 05:09: Not trusted (Unknown) No ETVS\SEUNGN
o Q Microsoft Corp Enclave Signer Unapproved Feb 18 2024 05:10: Not trusted (Unknown) No ETVS\SEUNGN
o Q Microsoft Windows Early Launch Anti-malware Publisher Unapproved Feb 18 2024 05:10:47 PM Not trusted (Unknown) No ETVS\SEUNGN
o Q SecureTeam Software Unapproved Feb 18 2024 05:11:21 PM Not trusted (Unknown) No ETVS\SEUNGNM
o Q Nicholas Anderson Unapproved Feb 18 2024 05:13:11 PM Not trusted (Unknown) No ETVS\SEUNGNM
o Q Flexera Software LLC Unapproved Feb 18 2024 05:14:40 PM Not trusted (Unknown) No ETVS\SEUNGNM
o Q Microsoft 3rd Party Application Component Unapproved Feb 18 2024 05:23:56 PM Not trusted (Unknown) No ETVS\SEUNGNM
o Q Intel Corporation - Client Components Group Unapproved Feb 18 2024 05:24:34 PM Medium No ETVS\SEUNGNM
12 state: Approved 3 item(s)

o#Q Bit9, Inc. Approved Feb 152024 11:01:13 PM System Feb 152024 11:01:12 PM High No

o Q Bit9, Inc Approved Feb 152024 11:01:13 PM System Feb 152024 11:01:13 PM High No

o Q Carbon Black, Inc. Approved Feb 152024 11:01:13 PM System Feb 152024 11:01:13 PM High No
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Select file containing certificate

File Name: MEYE iR glE Only upload files smaller than 100,000,000 bytes.
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4.1.242 My

Saved Views: Group By:
| (none) V| |Saved View Name| | (none) V" Ascending ~

Show Filters » | Show Columns » | Exportto CSV | Refresh Table

B3 Add Trusted User or Group ] Search: ‘ Enter Name ] Automatically apply Showing 1 out of 1 item(s)

Name Date Created Created By Platform
1 seungmin Feb 18 2024 10:20:09 PM admin Windows
Showing 1 out of 1 item Showing all data

Users Z22 M2|Ql= AL 2 OFS HOIst0] M2|e|E AFBA £ 052 Sl Y2 422 S2I6HA| o AERQIES| I Mg, AX
EQ|o] Lol SO| WIS 51&3t7| et YHYLICE
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Enter name of trusted user or group

Platform: ‘ Windows ~ ‘

Create Trust Type: (0 User or Group ® Pre-defined Group

Group: ‘ Power Users V‘

[ I save & Exit ” ® cancel ]

0S SUZ L2 AMEA Y TS Y0 4 7tsELIC

e Platform : AF22Z} 2 1202| OS AEH
o Windows
o Linux
o Mac
e Create Trust Type : 22| & 2|4
o User: AFZZL AE 2| Y
o Group: AtEZL & A|H
o Pre-defined Group (Windows 2+ 2|€]) : O|2| HO| &l At} & MEH

5. Directories

5.1. 3% 4%

Saved Views: Group By:
|Saved View Name| | (none) VH Ascending v

Show Filters » | Show Columns » | Exportto CSV | Refresh Table

| (none) v

l Add Trusted Directory l Search: | Enter Name | [[J Automatically apply Showing 1 out of 1 item(s)
Name Computer Name Path Status Progress Date Modified Ié:ft L bliit Policy
# W | TestDirectory @ ETVS\SEUNGMIN-WINDOW CMest @ Enabled (Verifying) 0/0 Feb 18 2024 11:36:06 PM admin SM-TEST
Showing 1 out of 1 item Showing all data

Directories 3 —h‘._ 5’:.“151 Lol dl2lgt &~ Q= EE 222 A Ysto, oY SC L2| 0t L T2 M A He|S 518517| 2leh FYLC.
Windows 0S2| 2 Al2[5H= B Ljo| Tl 3 2 HA a2/0f St A3 SisLict. 2f Lt #{ 50| Ast A50| H 5 Linux 2 Mac 0S
o] F? Al2|st= 2 Lo THYO|| tH5tod 2A45EALE (

EQ

5.2. 23 AA

(e N e}

Trusted directory settings

Name: | Test Directory |

Computer: | ETVS\SEUNGMIN-WINDOW |

Directory: | C\test ‘

Description: ‘ ‘

O All Current and Future policies
@ Selected policies
Note: You can only change policies that you have permission to manage
Policies: | [ Policy Q[ FiterPolicies |
O Default Policy
SM-TEST

Status: @ Enabled (O Disabled

[a Save & Exit “ B save “ © cancel l

H2[5te 2H F2E YYFLICHL

Name : 42 0|2

Computer : 3245 2| OJEE‘D_IEQ| ZITE| 0|2 (ex : Windows - =021 O|2\ZAEE]| 0|Z, Other - ZEE| 0|2\=0Q))
Diretory : A2t &2 E=2 XY

Description : 224 A ‘3‘

Policies : 4z A& tHo|

o All Current and Future Policies : 2= Z240f &
o Selected Policies : MEHSH Z2H0||0F H 2
e Status: A2 EH3 0|8
o Enabled: 243}
o Disabled : H|2Hd3}

moTI'
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[ Select 100 | Type Name File Hash Source Is Global
B Type: Approval 240 item(s)
O . Approval B9CustomAction.dll d7103f91ecf520fdfcf600c6bc24b1139d663be69f4aB8a3376369b19ab374bce Trusted Directory Yes
O W Approval ParityAgentDB.dlIl ec337f688a2045bf7210183493618c39662b20d38777547487d5e8bfe26325b3 Trusted Directory Yes
0w Approval cb7zip.dil 96b0ddd51e2027b56ead499adcd178246d9f3859bd252afd2dd04206702aa69b0 Trusted Directory Yes
O . Approval Crawler.exe cc85f2e65b0d1add8ebafa31558e62bcaal37745addc68a6e87b9f31753ec601 Trusted Directory Yes
O w Approval DasCLl.exe 6581d9cc447c4dfe954e9b2cd674dbBI003d0f6914dbDd3de7a5e5ebd5a52aB6 Trusted Directory Yes
O ® Approval dbghelp.dil 1e3770a286d59b0a300535ff0c47696353c654%¢ab68abaldB1ee798e0ebd373 Trusted Directory Yes
O#Fw Approval ipworks8.dll 3d66133777b8B0f7ef677c414627482b99de340987402507cd27d308890ecalb Trusted Directory Yes
O w Approval ipworksss|8.dll 2242e0440836426c2d8chBee2a39a7392aaa24d8b8256637e649a1cedb9fale2 Trusted Directory Yes
O w Approval Notifier.exe 04f29147aae5ch95fbeae1bdf26b59549d9d513c3fc62f32f00f712326f36c7 Trusted Directory Yes
O W Approval NotifierMessages.dll bba0a01a7809e1637e099749880fBccafBcbaa2055fb6c529a9be068196b6fdb Trusted Directory Yes
O w Approval Parity.exe d6f884090619a%bca3c49264e031247f2aece394cdfbB761a145db8133ebfBel Trusted Directory Yes
O W Approval TimedOverride.exe bd97271776eb667c3961c9978c601abec73af7b66de9f3ecfbaelac50285355 Trusted Directory Yes

Files Z2 IS HOIE LIOJA] A125|2] 02 T2 240| AI3E|0f OFa) Q|2 AYSH= 24 Y2IsHs FQLICH
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General

Rule Name: ‘ Notepad++.exe ‘

Rule Type: ‘ Approval - ‘

Hash Value: ‘ eb595dae9c6f63ccb2e299405ecc2654¢78d9fb16b8d( ‘

Description:

Notepad++ Program ‘

Rule Applies To

O All Current and Future policies
@® Selected policies
Note: You can only change policies that you have permission to manage
Policies: || Poliey Q[ Filter Policies |
O Default Palicy
SM-TEST

l B save &Exit “ B save ” ® Cancel ]

Al
=

o2

el ol A32IE melof Chst 2 S A4 Bt T
e Rule Name : O} 2l 0|5
e Rule Type: It Aol 5921 0|2
o Approval: &
o Ban:afth
o Ban (Report Only) : 2 L|E{2
Hash Value : T S A| 2k
Description : O}Q! 2] A H
Policies : Z2H g 2| 2| &
o All Current and Future Policies : 4| d2 A&
o Selected Policies : MEf Z2H M =2

7. Custom

7.1.424 M
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Rule Type

Advanced

Performance Optimization
Performance Optimization
Performance Optimization
Advanced

Advanced

Performance Optimization
Execution Control
Performance Optimization
Performance Optimization
Execution Control

Performance Optimization

Mac User Cache App Files

Mac User Data Files

Time Machine

Ignore Linux Log Files

Track system profile

[Sample] Microsoft App-V Interoperability
[Sample] Visual Studio - Ignore Intermediate Files
[Sample] Visual Studio - Approve Builds
[Sample] VMware Workstation

[Sample] TortoiseSVN

Allow .NET dll executions

Ignore Recycle Bin

7.2. 3 M4

Action Operation Path

Track Write, Write Delayed, Delete, Renam... /Users/*/Library/Caches/*app/Conte
Ignore Write, Write Delayed, Delete, Renam... JUsers/*/Library/Application Support
Ignore Write, Write Delayed, Delete, Renam... =

Ignore Write, Write Delayed, Delete, Renam... Ivar/log/*

Track Write, Write Delayed, Delete, Renam... <System>\Config\systemprofile\*

Exec [Allow, Finish Rule Group] Wri...

Ignore

Finish Rule Group, Promote Target P...

Ignore
Ignore
Allow, Finish Rule Group

Ignore

Exec [Execute, Script Execute] Writ...

Write, Write Delayed, Delete, Renam...

Script Execute, Process Create

Write, Write Delayed, Delete, Renam...

Write, Write Delayed, Delete, Renam...

Execute, Script Execute

Write, Write Delayed, Delete, Renam...

\device\sftvol\*

*.0bj (multiple)
<Reg:HKLM-SoftwareX86\Classes\CI
*

*

*dll

<RecycleBin>

General

Rule Name: | [Sample] Report whenever powershell is launched with |
Report an event when someone tries to run
Description: |powershell with an encoded script. This will only
work on version 8.0 agents since the <Cmdline=
Status: (O Enabled @ Disabled

Platform: | Windows

v)

Rule Type: | Advanced v|
Operation: | Execute - @
Execute Action: |m|o

Path or File: | SpecicPath. ]

| <0nlylf:Bit9Version:Atleast:8.0.0.0=<CmdLine*Encoded | (v ] o

Process: | Any Process

M

User or Group: | Any User

M

ZH A
8.1. ¥ 2
Saved Views: Group By:

| (none) v|[ Delete ] ‘Saved View Name| ‘ (none)

~|| Ascending v|

Show Filters » | Show Columns » | Exportto CSV | Refresh Table

B3 Add Memory Rule l [ _T_, Export Rules ] [ _-_L- Import Rules l Search: ‘Enter Name, Path, Process

[J Automatically apply Showing 1 out of 1 item(s)

[ select 1

User or

Rank & Status = Platform Name Action  Operation Permissions Path Process Group Date Modified
[m]cA | T [ o] Windows Memory Rule Block | Create Handle, Duplicate Handle, Al... Read Access notepad++.exe Any User Feb 1920240
Showing 1 out of 1 item Showing all data
Memory J22 01-0| 22| 324, TjY2|A 34 SOZEE H|22| 5 S8t 34 7|'HS YAlstY| 2ot YL CH
A Qe Aol ol Ljofl CHE ARATY L= ARZ2ZHE) 7t 0 22]0f H2otALE ~H5HA| R5teS F2|ot0] AFEO| 7ts LTt
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General

Name:

Description:

Status:

Definition

| Memory Rule

@® Enabled (O Disabled

Expert Mode:

Platform:
Action:

Permissions:

Target Process:

Source Process:

User or Group:

Oon ®@off

: Windows

| Block

/O

| Read Access

W

hd | o Use Policy Specific Notifier

| notepad++.exe

| Any Process

v @

| Any User

v @

Rule Applies To

Policies:

>
od

Name : 242 0|2
Description: 424 AH
Status : 424 Af% (E=}

Platform : Wmdows 0Soh M
Action: Oj22| ¥=2 Y
Block : 2}t

Report : O|HIE ghAl
Allow : 3|

0O 0 0 0o

Read Access : 97| UM A 2
Write Access : ﬁ?l Al A
Write + Control :
Read + Write + Control :

O 0 00 0 O0O0O0

Advanced : M2 |0 M4

User or Group :

Policies : &2 .2 &<

9. Registry

90.1. ¥z 4

=2 O

[ select 7 Rank Status | Platform
oZw T (] Windows
miry | T2 ®© Windows
o#w T3 ®© Windows
oz w T4 (] Windows
o#w Ts ®© Windows
ozw T ®© Windows
o#w 7 ®© Windows

Registry Zzi2 [ E Q) mla|A

Block Silently : MIA 22! Of ol b
Permissions : Ci4F A3l U0 &8 = 2TE Aot 7Y
Control Process CO2MA

71 L A|of Mt

Dynamic Code Execution :
Kernel Memory Access : AfﬁZ} OT2MASl HE O 22| AN A

(O All Current and Future policies
@® Selected policies

Note: You can only change policies that you have permission to manage

[  Policy

O Default Policy
SM-TEST

Ij Yol cet o 22| YUS YYFLIC

Expert Mode : 27t 2E AL {8
A

Prompt : AlA 22 HAAE Sof 2t L 518 O 2 EY
H
o

| A2

N
o
£
[m

=
0x
ol £Q
o

Il

H|of 2

23t

=

o

917] 9 4] 2 Hjof et

= 3 el
£ AC AsH A5t

el

Target Process : | 22| Z1|O1 CHef Z2M[A
Source Process : St A0 CHA T2 M| A
ot Ao The AR £ OF

Case Sensitivity: Block Registry Modifications

[Sample] Block Suspicious System Changes

[sample] Prompt on Suspicious changes to Start Prompt, Fir Create Key, Rename Key, Delete Key,...

[Sample] Report Typical Changes to Startup Files Report

[Sample] Report Changes to Trusted Zones

[sample] Report Changes to Home Page or Sear¢ Report

Q[ Filter Policies |

25 (Windows XP 2t 2|2)

Action Operation

Block, Finis Create Key, Rename Key, Delete Key,...

Block, Finis Create Key, Rename Key, Delete Key,...

Report

Create Key, Rename Key, Delete Key,...
Create Key, Rename Key, Delete Key,...

Create Key, Rename Key, Delete Key,...

Path

HKLM\SYSTEM\*controlset*\control\filesysten
HKLM\software\microsoft\windows nt\current
*\software\microsoft\windows\currentversion\
*\software\microsoft\windows\currentversion\
*\software\microsoft\windows\currentversion\

*\software\microsoft\internet explorer\main\Di

Autostart Rules Report Create Key, Rename Key, Delete Key,... <AutostartRules>
27 SoRBE A8 T2 20| i3t X|AE2]| 30| ofolH o HAE s A WAIsH| 93t HUYL
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General

* Name: | Case Sensitivity: Block Registry Modifications |

Block changes to the registry that allow case sensitive

Description: |directories

Status: (O Enabled @ Disabled
Definition

Expert Mode: (O On @ Off

Platform: | Windows |

Write Action: | Block - | o Use Policy Specific Notifier

* Registry Path: | HKLM\SYSTEM\*controlset*\control\filesystem\ntfsen | (v} o

Source Process: | Any Process v| o

User or Group: |Any User v| o

Rule Applies To

@® All Current and Future policies
O Selected policies

Policies:

A ~E2|of ot 2R AER| FHS WY BT

Name : 42 0|2

Description : 224 M

Status : A2 A2 0|8

Expert Mode : 427t 2E AL O

Platform : Windows 0S8+ MEH Jts

Write Action : 27| SHQ| BEA A|0f| S 2 BFAl AMEH

o Block : &t

o Prompt: AllA 2 OIM[Z|E Solf A& L 52 {2 MHEd
Report : O|HIE 24
Allow : 5| &

Registry Path : A|0f CH4F 2| A AEg]

Source Process : M5t A|0f CHAF 2AM|A

User or Group : Mot A0 CHA AFRAL E= 08

Policies : 2 g =2

10. Scripts

10.1. ¥z4 4

0

o000 00
0

0

I ——
Last
MName Type Process Enabled Date Modified ;lvodlﬁed
“u Batch *cmd, *.bat <System>\cmd.exe, <Systemx8€ Yes Feb 18 2024 04:45:53 PM System
Cl | Registry *reg <System>\reg.exe, <Systemx86: Yes Feb 18 2024 04:45:53 PM System
“u Visual Basic *vb, *.vbe, *.vbs, * wsh, * wsf <System=\cscript.exe, <Systemx Yes Feb 18 2024 04:45:53 PM System
L | Java *.class, *.jar *\java.exe, *\Javaw.exe, <YaraTa( Yes Feb 18 2024 04:45:53 PM System
“u Perl *pl, *. pm *\perl.exe, <YaraTags:perl_interp No Feb 18 2024 04:45:53 PM System
“u Python *.py, *.pyc, *.pyo, *.pyw *\python.exe, *\pythonw.exe, <¥: No Feb 18 2024 04:45:53 PM System
“u PowerShell *ps1, *psm1 *\powershell.exe, <YaraTags:poy Yes Feb 18 2024 04:45:53 PM System
“u i * tcl #\wish.exe, *\tclsh.exe No Feb 18 2024 04:45:53 PM System
“u Ruby *rb #\ruby.exe, *\rubyw.exe, <YaraTa No Feb 18 2024 04:45:53 PM System

Scripts Y22 &2t U T2 A 59| 7212 Y5104, App Control MAOIM AJZEZ QIAIG 4= Q= THAS HO|5t= FAMYL|CH
Carbon Black App Control 2] £2] CHa2 Ag0| 7+t It uf AEZE MARQIL|CE App Control Of|A] AEZIE MAS QlAlSH= 7|&2 A
JYE Yoz PHSI0] FO|FfLCt.

Carbon BlackOi| A AF0f Zolst BF ATJYE P28 HEot QoL ATt HER 271510 AR 7Hs &L T
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General

Rule Name: | Batch

Description

Status:

! @ Enabled (O Disabled

Platform:

: | Windows

Y]
Script Definition: | Script Type and Process V|
‘ -] Add
Script Type: | *.cmd B Rremove
*bat
P
|o Add
Script Process: | <System>\cmd.exe B Rremove
<Systemx86>\cmd.exe
<YaraTags:cmd_interpreter>* %
Rescan Computers: Yeso
AAYE F2S AYs7| S ATYE HUS MABILICL
o Rule Name: 4z 0|2
e Discription : 424 M
e Status: Zz2 AIZ 0{E
e Platform : 2 A& 0S
e Script Definition : A3 ZE R 9|
o File Association (Windows OS2t 2|€l) : S2 T2 240| A= ot

o Script Type and Process : A3 ZE Gl T2 AM|A T

11. Yara

11.1. Z24 4
Yara Rule Name Namespace & Status

£} Python Script Interpreter Classification Enabled
€3 Microsoft HTML Application Interpreter Classification Enabled
€3 Ruby Script Interpreter Classification Enabled
€3 Chrome Extension Interpreter Classification Enabled
€3 Mozilla Extension Interpreter Classification Enabled
€3 UPX Packing detector Classification Enabled
€3 Msiexec detector Classification Enabled
€3 FileHeader Isinteresting Enabled
€3 Portable Executable Isinteresting Enabled
€3 Windows Installers Isinteresting Enabled
£} Systems Management Server Installers Isinteresting Enabled
Yara Z22 Yara 7212 Soff 4R EES MEs5H0], T Y
App ControlOf| A AtH ZO|%l Yara LEAA ES ARSI
Cf. Yara Z210| 2, MR E A|QHA AME5 QL0 2

2 A

11.2. &

Script Type : A3 2E O} 0|2 A S22} 2]
Script Process : A3 ZE MIAS
Rescan Computer : 2213} 2 2|5H= ZEE] 2|EH0!

=

s —

=

Mgls Z2 A 2|y

Description Qualifiers

Identifies Interpreters for python scripts <Onlylf:Bit9Version:Atleast:8.0.0.2454>
Identifies Interpreters for HTML applications

Identifies interpreters for Ruby scripts

Identifies interpreters for Chrome extensions

Identifies interpreters for Mozilla extensions (Firefox browser)

Identifies UPX packed exes

Identifies msiexec

File header for the Isinteresting rule set. Includes any import

Identifies win32 portable executables and dlls

Identifies windows installers (MSI and MSP)

Identifies Microsoft SMS installers

Q43101 BB HMALCE
| 221217t Yara A2 MEBA| 445101 A 5B
22[5F= ool R8540 AFgaiLICt,


https://bs.etevers.tech/uploads/images/gallery/2024-02/RFRimage.png
https://bs.etevers.tech/uploads/images/gallery/2024-02/5ZKimage.png

General

* Name: ‘ |
Namespace: ‘ Classification v | o
Description: ‘ ‘

Qualifiers: ‘ | o

Status: (O Enabled @ Disabled

Rule:

File Scanning

In arder for this Yara rule to work, the tags defined need to be assigned to files.
The agent can rescan known files, or just begin tagging new or modified files.
Refer to the user guide for more infermation on rescanning files.

) Rescan known files

Detected Tags: (None) o

Y TE AHS 9ISt Yara H2S MR Ct
e Name: &2 0|5
o Namespace: Zz2H I &2
o Classification : E§1E 7|8t 2 Custom J2HS ALE510] 2t fdlict= HR
o Islnteresting: A2 2 2t} £8l5t= A2
e Description : 424 M
o Qualifiers : HS HBE MA| THAF ZO| (A5 Z210f U= MIMS CHAIC.2 H2O| S2)
e Status: Zz A2 (&
e Rule: 9t RE AEO| ALES Yara 112 3
e Rescan known files (Classification MEH A| AF) : 25t F210f| SHE T = IHAO0| =2, MIM7t Ot= TS 7|22 2 2 AL
e Full scan for new files (IsInteresting A& A| ALE) : 423 H2I0]| S E|= THUO| UEA|, MA T HAH| AAE 7|FOZ ZHZAL
e Detected Tags : Carbon Black Of| A 2|55t Ej1E At2SIH0] Z2H 12

12. Reputation
12.1. 32 Mgy

Reputation Approval Settings

Enable reputation approvals

Approve applications with trust greater than or equal to: | 8 v |
Approve publishers with trust greater than or equal to: | High v |
Select affected policies:

(O All Current and Future Policies
@ Selected policies

[ ] Policy

O Default Policy
SM-TEST

B Template Policy

Reputation 4242 Carbon Black App ControlOfl M Al S5l = T FTHS 7|8H5t0] 0t ARg S Ats 22 S5k YU


https://bs.etevers.tech/uploads/images/gallery/2024-02/1W0image.png
https://bs.etevers.tech/uploads/images/gallery/2024-02/70ximage.png

Reputation 4242 Carbon Black File Reputation S Eaff |
7|l et Hast Lot
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Carbon Black App Control 42 2440j| CHSH 70| = M QIL|CY.
L

s &7

1. Policies
1.1 22 A4

- [App Control] ¥ 2& &4 > [Policies] M| MEH > [Add Policy] BHE 22I5t0

Add Policy

ox

3

0L

Policy Name:

Description:

Mode: @ visibility O Control (O Disabled

Initial Settings: | Template Policy v

Options: [ Automatically Upgrade Agents B Track File Changes
[ Load Agent in Safe Mode [ Suppress Logo In Notifier
Total Computers: 0

Connected Computers: 0

l B save & Exit H B save ” ® cancel l

1| %&‘H:g Z—IiH% AHA‘I6|-O:| )\|-R

-z

oX
12
0

Policy Name : 424 0|2
Description : 224 M

o Mode : MB{o} AEET} SAISHS A B2 S5 Ok Mefol s ST B 8
o Visibility: Ifel & 9 O[¢1 25| 9I5t 2.C (Y U201/ 32 S8 818) - 201 7152 A8 S4 Wl 218
q

o Control : ItQ AI3H0]| CHEHA|0f 2 chA| 4
o High (Block Unapproved) : *OlEIZI ‘8 S Il Al 2pCHal O[HIE 24
F

o Medium (Prompt Unapproved) : SQI&|?| 42 T A3l 2tCh U A2} I Al 01 HE Tts
o Low (Monitor Unapproved) : A°|E|7\| 2 TR AIGH 5|8 2 O|HIE 24
o Disabled : I} 20| ChSt 24 Z Tt - Of|0| A E A7 Al AHE
e Initial Settings : &IZ3le2 Afﬂg iH AEH
e Options
o Automatically Upgrade Agents : 0f| 0| 4 E0] LSt 2= 1 18|0|=
o Track File Changes : TfQ ZIt/AMA|/HAE =A
o Load Agent in Safe Mode (7|22}) : 2t 20| A 0|0 | E 2t
o Suppress Logo in Notifier : Of| O| M E &l0| Yhilist AR 2 1S HA|SHA| &S
e Total Computer : Z2H0|| HZE=l 2 AFE] M4
e Connected Computer : 2 zH0f| H A=l & E1 Z, MHQ} HAE HIE 4

- [App Control] ¥l =& &< > [Policies] Oi|45 MEH > ' 2#! Of r—' (View Details) HE =2l



Advanced |z Custom Memory Registry Publisher Rapid Computers || Device Control
Rules Rules Rules Rules Rules Configs Settings
Name Status Notifiers
Block unanalyzed scripts and executables ‘ Active v|| <default>: Block unanalyzed scripts and executables v‘ Add Edit
Block unapproved scripts ‘ Active VI ‘ <default>: Block unapproved scripts V| Add Edit
Block unapproved executables ‘ Active v] ‘ <default>: Block unapproved executables vl Add Edit
Block banned file names Active v ‘ <default>: Block banned file names v| Add Edit
Block banned file hashes ‘ Active v‘ ‘ <default>: Block banned file hashes v‘ Add Edit
Block executables run from a network drive ‘ Off v’ ‘ <default>: Block executables run from a network drive v| Add Edit
Bloc_k d bzl gl i ‘ Active V’ ‘ <default>: Block files with banned publishers or certificates V| Add Edit
certificates
Enforce memory rules Active v ‘ <default>: Enforce memory rules VI Add Edit
Enforce registry rules Active v ‘ <default>: Enforce registry rules VI Add Edit
Enforce custom (file and path) rules Active v ‘ <default>: Enforce custom (file and path) rules V| Add Edit
Enforce tamper protection Active v ‘ <default>: Enforce tamper protection VI Add Edit
Terminate processes with banned images Report Only VI <default>: Terminate processes with banned images vl Add Edit
Locally approve unapproved files on transition from Visibility or Low Enforcement Level to
Medium or High
e Advanced: 7JfEX 02 SE&[= Bf H2u H2| MY HLl0| M| EF S20)| thet IHU/AIZE S8 L At
o Active : 2435}
o Off: H|ZA3t
o Report Only : A2 E|AE - I} AHCHOj| st 271 7|2
M Custom Rules ” Memory Rules ” Registry Rules ” Publisher Rules ” Rapid Configs ” Computers ” Device Control Settings ]
Show Filters » | Show Columns » | Exportto CSV | Refresh Table
Show Rules That Apply To All Policies
Search: ‘ Enter File Hash, Name [J Automatically apply Showing 25 out of 240 item(s)  Showing 1 out of 1 group(s)
v
Type Name File Hash Source Name Date Modified Is Global
B Type: Approval 240 item(s)
= Approval B9CustomAction.dll d7103f91ecf520fdfcf600c6bc24b1139d663be69f4aBa3376369b19ab374bce Carbon Black Installation Feb 18 2024 04:42:19 PM Yes
= Approval ParityAgentDB.dll ec337f688a2045bf7210183493618¢39662b20d38777547487d5e8bfe26325b3 Carbon Black Installation Feb 18 2024 04:42:19 PM Yes
£} Appraoval ch7zip.dil 96b0ddd51e2027b56ea499%a4cd178246d9f3859bd252afd2dd04206702aa69b0 Carbon Black Installation Feb 18 2024 04:42:19 PM Yes
= Approval Crawler.exe cc85f2e65b0d1add8ebafa31558e62bcaa37745addc68a6e8{7h9f31753ec601 Carbon Black Installation Feb 18 2024 04:42:19 PM Yes
> Approval DasCLlexe 6581d9cc447c4dfe954e9b2cd674db89003d0f6914db0d3de7a5e5ebd5a52a86 Carbon Black Installation Feb 18 2024 04:42:19 PM Yes
£3 Approval dbghelp.dil 1e3770a286d59b0a300535ff0c47696353c6549ea668abald8]ee798e0ebd373 Carbon Black Installation Feb 18 2024 04:42:19 PM Yes
= Approval ipworks8.dll 3d66133777b880f7ef677c414627482b99de340987402507cd27d308890ecalb Carbon Black Installation Feb 18 2024 04:42:19 PM Yes
e FileRules: EILQIE M| Al AEE I L= ALV SE8H 70E THY SHA| 2te S IHY &2 LU 2|t
o Approval : I} Al5H 5|2

o Ban: I A4 apct
o Ban (Monitor) : It

Aol cist o

[=}

Advanced File Rules mﬂma Memory Rules ” Registry Rules ” Publisher Rules H Rapid Configs ” Computers ” Device Control Settings

rch: | Enter Name, Path, Process

| [[J Automatically apply Showing 43 out of 43 item(s)

Rank = Status Platform Rule Type Name Action
1 Enabled Windows Expert Tag process as msiexec identified by yara Tag Target
2 Enabled Windows Performance Optimization Ignore system log files Ignore
5 Enabled Windows Expert Examine powershell script contents Tag Target
6 Enabled Windows Expert Block powershell scripts that execute memory Block, Finish Rule Group
8 Enabled Windows Expert Do not treat these processes as .NET applications Remove Process Tags
9 Enabled Windows Expert Report read-only memory map operations on unapproved executables by .NET applications Report, Query Reputation
12 Enabled Windows Expert Deny read-only memory map operations on banned executables by .NET applications Block
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e Custom Rules : AtEZ7t AT EQI0| 2 M|A SHQ|Of| CHEH 2R 2

=1

[ Advanced ” File Rules ” Custom Rules .' Registry Rules ” Publisher Rules ” Rapid Configs ” Computers ” Device Control Settings )

Show Filters » | Show Columns » | Exportto CSV | Refresh Table

[_J show Disabled Rules
] Show Rules That Apply To All Palicies

Search: | Enter Name, Path, Process (] Automatically apply Showing 0 out of 0 item(s)

Rank » Status Platform Name Action Operation Permissions Path Process User or Group Date Modified Last Modified By Policy
No data found.

Showing 00s Showing all data

® Memory Rules : AFSAILE Z2M AT EY T2 MAO| B22|0f HZ5HAL HESHE 9 A9l 518 Y 24t
Advanced ” File Rules ” Custom Rules H Memory Rules " Publisher Rules H’ Rapid Configs H Computers H Device Control Settings ‘
Show Filters » | Show Columns » | Exportto CSV | Refresh Table
Show Disabled Rules
Show Rules That Apply To All Policies
Search: | Enter Name, Path, Process ] Automatically apply Showing 7 out of 7 item(s)
Rank # Status Platform Name Action Operation Path
= 1 Disabled Windows Case Sensitivity: Block Registry Modifications Block, Finish Rule Group Create Key, Rename Key, Delete Key,... HKLM\SYSTEM\*co
£4 2 Disabled Windows [Sample] Block Suspicious System Changes Block, Finish Rule Group Create Key, Rename Key, Delete Key,... HKLM\software\mic
(£3 3 Disabled Windows [Sample] Prompt on Suspicious changes to Startup Files Prompt, Finish Rule Group Create Key, Rename Key, Delete Key,... *\software\microso|
= 4 Disabled Windows [Sample] Report Typical Changes to Startup Files Report Create Key, Rename Key, Delete Key,... *\software\microso
e Registry Rules : Windows OSO|A EA 22| AE2|E HASH= 32 5|8 L 2fCh
Advanced ” File Rules ” Custom Rules ” Memory Rules ” Registry Rules Publisher Rules ( Rapid Configs ” Computers ” Device Control Settings |
Filters
Add filter | ~|
Apply
Search: | Enter Name [J Automatically apply Showing 28 out of 28 item(s)  Showing 2 out of 2 group(s)
Approved
Name State Date Approved or Banned gra“" I First Seen Date Trust Acknowlec
By
B State: Unapproved 25 item(s)
@ Q Microsoft Windows Unapproved Feb 18 2024 04:56:17 PM Not trusted (Unknown) No
@ Q Microsoft Windows Publisher Unapproved Feb 18 2024 04:56:19 PM Not trusted (Unknown) No
= Q Microsoft Windows Hardware Abstraction Layer Publisher Unapproved Feb 18 2024 04:56:28 PM Not trusted (Unknown) No
= Q Microsoft Windows Hardware Compatibility Publisher Unapproved Feb 18 2024 04:56:32 PM Not trusted (Unknown) No
#Q VMware Inc. Unapproved Feb 18 2024 04:57:52 PM Not trusted (Unknown) No

e Publisher Rules : Windows & MAC 0| M AL E|= AT EQ|0] QIS A0 CHSHEQ! B! 0|51 12l Holsto] It 518 L Afch

[y - = [

Advanced H File Rules H Custom Rules ” Memory Rules H Registry Rules ” Publisher Rules .I Computers ” Device Control Settings |

Name & Description Enabled Configured Platform :‘;dm.d Policy
Reports or prevents potentially malicious
behavior related to browsers. This includes
execution of files downloaded by browsers,
[£3 Browser Protection madification of the hosts file, and modification No No Windows System Sgl:it;;;ent &nd Future
of browser related registry entries. Minimum
Carbon Black App Control agent version to use
this Rapid Config is 8.0.0.
Provides protection against tampering with the
: Carbon Black App Control Server. Minimum E All Current and Future
“ Carbon Black App Control Server Tamper Protection Carbon Black App Control agent version to use No Yes Windows System Policies
this Rapid Config is 7.2.0.
Prevents tampering with Carbon Black EDR.
® Carbon Black EDR Tamper Protection Minimum Carbon Black App Control agent No Yes Windows System :ﬂli:gent and Futiire
version to use this Rapid Config is 7.2.0.
Reports or prevents potentially malicious
Lo 5 behavior related to file based cryptomining s All Current and Future
] SN roiacton attacks. Minimum Carbon Black App Control bz Lo L SAHE Policies
agent version to use this Rapid Config is 8.0.0.

* Rapid Configs : MP30! A4S HZ5p7| M, A&7 ASHOIE BB S22 oI5| 93t HH 2
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( Advanced ” File Rules ” Custom Rules ” Memory Rules H Registry Rules ” Publisher Rules ” Rapid Configs \’ Device Control Settings )

Show Filters » | Show Columns » | Exportto CSV | Refresh Table

Search: ‘ Enter Agent Version, Computer Name, IP Address | [ Automatically apply Showing 1 out of 1 item(s)
Computer Name Connected Policy Status Upgrade Status
® ETVS\SEUNGMIN-WINDOW [ ] Up to date Up to date
Showing 1 out of 1 item Showing all data

IP Address
10.6.71.15

e Computers: 40| A& HERQIE 22 59|

[

ob

( Advanced ” File Rules ” Custom Rules ” Memeory Rules H Registry Rules ” Publisher Rules ” Rapid Cenfigs H Computers \

Name Status Notifiers

Block writes to unapproved removable devices off v] | <default>: Block writes to unapproved removable devices v‘ Add Edit
Block writes to banned removable devices I Active v] | <default>: Block writes to banned removable devices v‘ Add Edit
Report reads from unapproved removable devices | off ~ | <none> v‘

Report reads from banned removable devices I off ~ | <none> v‘

Block executions from unapproved removable devices l off V‘ I <default>: Block executions from unapproved removable devices "J Add Edit
Block executions from banned removable devices I Active VJ l <default>: Block executions from banned removable devices V] Add Edit

e Device Control Settings : 22| 2 D& QIEl O SA| 2k2|0f| Y5t A13H QI A 7| 342|0f| CHEH 52 2 2jct
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