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VMW carbon Black App Control & cbac.seungmin.test Dashboards

Rules v  Tools ~

Di i Enfor
None (Visibility)
Local Approval
None (Visibility)
None (Visibility)

-
&= cbac.seungmin.te... Home / Rules / Paolicies / Policies
Reports Click here to view available Carbon Black App Control Agent/Rules versions.
Assets Policies
Rules
Group By:
Policies | (none) v|| Ascending ~
Notifiers Show Filters » | Show Columns » | Exportto CSV
Software Rules
Updaters  Action ~ |[ 3 Add Policy ]I
Rapid Configs
Publishers O Policy » Connected Enforcement
Users m]cH Default Policy None (Visibility)
Directories Y
irectone @ Local Approval Policy Local Approval
Files ;
0@ Template Policy None (Visibility)
Custom e
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T O W test None (Visibility)
Registry 4 items

Scripts

- [App Control] ¥l 24 &< > [Policies] M| 0| > [Add Policy] HE
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Users can download Carbon Black App Control Agent software from https://chac.seungmin.test/hostpkg
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Home / Rules / Policies / Policies / Add Policy

Add Policy

Policy Name: | Automatic Uninstall

Description:

Mode: (O Visibility @ Control O Disabled
Connected Disconnected
‘ High (Block Unapproved) V| ‘ High (Block Unapproved) v‘

Enforcement Level:

Initial Settings: ‘ Template Policy V|

Options: [ Automnatically Upgrade Agents [ Track File Changes
| Load Agent in Safe Mode [_| Suppress Logo In Notifier
Total Computers: 0

Connected Computers: 0

l B save & Exit ” B save ” Q cancel l

4

- 'Mode' Control A& 2 Of|O|HE 2t-5 41| &

<« > C 2|28  hps://cbac.seungmin.test/agent_config.php & % (U}

VIMW carbon Black App Control = cbac.seungmintest  Dashboards ~  Reports ~  Assets ~ Rules ~ Tools 1@ settngs XX Help

£ cbac.eeungminte.. @ Home / Agent Config Properties Versi
Reports Agent Config Properties

Assets Warning: Configuring these internal settings without input from Carbon Black support may result in unexpected behavior.

Rules Group By:

| (nene) v| Ascending v
Tools '
Show Filters » | Show Columns » | Exportto CSV | Refresh Page

Administration

Add Agent Config

Name

[# W Whether the agent will skip over invalid config list entries (0) or wait for the server to be corrected (1)

# B | Agents (at Windows version 8.1.0 patch 3, Linux version 7.2.4 patch 8 and Mac version 7.3.0 and later) will accept agent-specific CLI password (0-no, 1-yes)
# W Maximum number of concurrent crawl jobs running

[# W@ Whether the agent will attempt to access files using the logged on users context

# B | Immediate Agent Uninstall

“u

Immediate Agent Uninstall

- agent config @ H0| 2|2 0|5 = [Add Agent Config] = S2{5101 0| 0] E Y2l 4

@ Agent Config T|0| 2| : https://IP_FQDN/agent_config.php
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Home / Add Agent Config Property

Add Agent Config Property

Agent Config Information

Property Name: ‘ Immediate Agent Uninstall ‘

Host ID (0 For All: | 0 Q
allow_uninstall=2
Value:
Macros: ‘ ‘
Platform: ‘ Windows v‘

Status: @ Enabled O Disabled

(O All Current and Future Policies
Create For:

® Selected policies

Policy
Autormatic Uninstall
Default Policy

test

ooe O

[ B save H & cancel ]

- 01 E 245 AH| B Y ¢
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e Property Name: 4% 0|& X|¥
e Host ID (0 For All: IS EQIE 2% (0' O QI2f Al BE A TOIE 2| HE)
e Value: Of|O|HE 4| 58
e Platform: OS Z & JMEH
e Status: M3 {E /\\jE_,H
e Create For: 288 2 H[ MEH
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VIMW carbon Black App Control s_ Dashboards v  Reports ~  Assets v Rules v Took 3 @ Setings 8 Help @  aomin B
Home / Assets / Computers Version 8.10.0.485
Reports Computers ©
e Computers connected: 1 Total computers: 1 Current CL version: 2135 CL version for upgrade: 1315 Current Yara rule version: 1
Saved Views: Group By: Days Disconnected:
[ (none) I ISaved View Name ‘ (none) V|\ Ascending v| I (none) v

Show Filters » | Show Columns » | Expertto CSV | Refresh Table

|[ ‘ Action = || Search: | Enter Agent Versiun.C| [ Automatically apply Showing 1 out of 1 item(s)

Upgrade Connected i d

£& d=g Computer Name v Connected | Policy Status

Status Enforcement Enforcement E Eoscy
Devices ot 2ol sie b EA] Showing all data

- [App Control] ¥l 24 &4 > [Assets] - [Computers] 0|45 O|= > [Action] HE 22l
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Home / Assets / Computers

Computers

Computers connected: 1

Total computers: 1

Version 8.10.0.485

e

Current CL version: 1378  CL version for upgrade: 1355  Current Yara rule version: 1

Saved Views:

Group By: Days Disconnected:

| (none)

v‘ ‘Saved View Name | | (none)

VH Ascending v‘ | (none) v

Show Filters » | Show Columns » | Exportto CSV | Refresh Table

‘ Action = ] Search: IEnterAgent Version, Compute\| [CJ Automatically apply Showing 1 out of 1 item(s)

Delete Computers
Reboot Computers

Set Computer Tags...

Perform Cache Consistency Check...
Upload Diagnostic Files

Resend All Policy Rules
Resynchronize All File Information
Run Health Check

Prioritize Updates

Remove Prioritization of Updates

Move to Local Approval

Restore to Normal Enforcement Level
Move Computers to Policy -

» Automatic Uninstall

« Default Policy

- test
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Home / Assets / Computers
Computers

Computers connected: 1 Total computers: 1

i
o
X
[0:0]

Current CL version: 1378

Upgrade Connected Disconnected
Status Enforcement Enforcement

Showing all data

Connected = Policy Status IP Address Policy

5101 A2 E Of| O] E AfA| 2IH

Version 8.10.0.485

CL version for upgrade: 1355  Current Yara rule version: 1

Saved Views:

Group By: Days Disconnected:

‘ (none)

v| |Saved View Name‘ ‘ (none)

v” Ascending v‘ ‘ (none) ~

Show Filters » | Show Columns ¥ | Exportto CSV | Refresh Table

Search: ‘ Enter Agent Version, Computer Name, IP Addrs| [ Automatically apply Showing 1 out of 1 item(s)

[ Select 1
o

Showing 1 out of 1 item

Computer Name
ETVS\SEUNGMIN-WINDOW

- [App Control] ¥l 2& &< > [Assets] - [Computers] 2| 2} AE} HE

1.2 45 Al

1.2.1 GUI ApA|

Connected d Enf IP Address Policy

Policy Status Upgrade Status Ci ] Enf

10.6.71.15 Automatic Uninstall

Approvals out of date Agent uninstalled High (Block Unapproved) High (Block Unapproved)

Showing all data
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[
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Computers

Computers connected: 1 Total computers: 3

Current CL version: 1437

CL version for upgrade: 1355  Current Yara rule version: 1

Saved Views:

| (none)

v| | Saved View Name |

Show Filters » | Show Columns » | Exportto CSV | Refresh Table

Group By:

Days Dis

(none)

v” Ascending

v | | (none)

‘ Action = I Search: IEnter Agent Version, Computer Name, IP Addre| [ Automatically apply Showing 3 out of 3 item(s)

T TT TG
Set Computer Tags... Connected
Connected | Policy Status Upgrade Status Erppcasuay
e e -———
Upload Diagnostic Files
i Approvals out of date Agent uninstalled None (Disabled)
Resend All Policy Rules
: : . Up to date Agent uninstalled MNone (Disable:
Resynchronize All File Information . 4 g ( )
Run Health Check Showing all data
Prioritize Updates
Remove Prioritization of Updates
Move to Local Approval
Restore to Normal Enforcement Level
Move Computers to Policy hd
+ Automatic Uninstall
+ Default Policy
* Disable Policy
* test
- [App Control] ¢l 2& &< > [Assets] - [Computer] Ol &4 > AMAIS HFE| MEH = [Action] HHE 22! > 44445t 'Disable Policy' /&4
@ E=3E s - O X
« v 4@ > MoE > ZEOW , TRIVWL L vio| | ZEaT 275 T 2
o= s
Aoz s Z=0d HA =5 E€E
EHE ZHOIE 27 Z2I¥s HASEE SE0M Hus = (FA] (BE] Tt (271 SUsUAL.
& Windows 7|5 #7|/07|
HEYIHM ZETE £ -4 = - @
o= % HAZE A um 37 HA
(43 Carbon Black App Control Agent VMware, Inc. 2024-01-17 234MB 8.9.2.1616 I
Chreme t\DDﬂ Lo ebeq-UT-19 120U »
{4 knowBe4 Rns Simulator KnowBed, Inc. 2024-01-09 488MB 2412
@ Microsoft Edge Microscft Corporation 2024-01-16 120.0.2210.133
= Microsoft Edge WebView2 EEHY Microsoft Corporation 2024-01-16 12002210133
& Microsoft OneDrive Microsoft Corporation 2024-01-08 303MB  23.246.1127.0002
[ Microsoft Update Health Tools Microsoft Corporation 2024-01-08 1.02MB  3.74.0.0
#IMicrosoft Visual C++ 2015-2022 Redistributable (x64) - 1 Microsoft Corporation 2024-01-08 206MB 1436325320
ﬁM\crmoﬁ Wisual C++ 2015-2022 Redistributable (x86) - 1...  Microsoft Corporation 2024-01-08 18.0MB 14.36.32532.0
[ Update for Windows 10 for x64-based Systems (KB5001716) Microsoft Corporation 2024-01-08 808KB 8.93.0.0
[®=]vMware Carbon Black EDR Sensor Vhware, Inc. 2024-01-10 7.4.1.18957
EvMware Tools VMware, Inc 2024-01-08 102MB 12.3022234872
- App Control Of| 0| M E" G| & ARZAHAZE Y4 > [HOT] - O3 2 7ls] 2™ > [App Control Agent] &4 & A" = S

Carbon Black App Control Agent

v El Please wait while Windows configures Carbon Black App Control

T Agentve.9.2

Gathering required information...
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Computers

Computers connected: 1 Total computers: 3 Current CL version: 1437  CL version for upgrade: 1355  Current Yara rule version: 1

Saved Views: Group By: Days Disconnected:
i (none) Vi iSavch\chamui | (none) v Ascending v | (none) VE

Show Filters » | Show Columns » | Exportto CSV | Refresh Table

| Action - | Search: | Enter Agent Version, Computer Name, IP Addre | (] Automatically apply Showing 3 out of 3 item(s)

[[] select 3 Computer Name Y Connected | Policy Status Upgrade Status E:&tﬁ:m E;sle:::;?;d
o= ETVS\SEUNGMIN-WINDOW Up to date Agent uninstalled None (Disabled) None (Disabled)
o= seungmini.local @ Approvals out of date Agent uninstalled None (Disabled) None (Disabled)
o= localhost localdomain [} Up to date Agent uninstalled None (Disabled) None (Disabled)
Showing 3 out of 3 items Showing all data
- [App Control] ¥l 2& &< > [Assets] - [Computers] O Zp4AF AE] HE &H0I

1.2.2 CLI A

2k 2 M https://community.carbonblack.com/t5/Knowledge-Base/App-Control-How-to-Manually-Uninstall-an-Agent-Windows/ta-

(=]

p/62044

- 'App Control Of O| 4 E" H2| &l ALZ At HIAE X< > [CMD] 2r2[2} et 2 Aol > A FH0| Y

# 4z 42 oS
cd "C:\Program Files (x86)\Bit9\Parity Agent"

# AMA S8 Y

dascli password (Hz| Al Y OO|ME HIYRZ)
dascli tamperprotect 0

dascli allowuninstall 1

# M FY YA (GUID o Z2 Oo|ME HHof Y= GUID 3 )
msiexec.exe /x {GUID} FORCE=1 /L*v "%userprofile%\Desktop\AgentUninstall.log"

o 00| 4E GUID &l &3
: https://community.carbonblack.com/t5/Knowledge-Base/App-Control-Agent-Versions-Product-GUID/ta-p/64830

Windows Installer Carbon Black App Control Agent

| Please wait while Windows configures Carbon Black App Control
e o o Agent ve.9.2
0l M&E= MAHTHAZ S0

Gathering reguired information...
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Computers
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CL version for upgrade: 1315

Current Yara rule version: 1

Saved Views: Group By: Days Disconnected:
‘ (none) v‘ ‘Saved View Name| | (none) ~|| Ascending ~ | (none) ~
Show Filters » | Show Columns » | Exportto CSV | Refresh Table
Search: ‘ Enter Agent Version, Compute ‘ ] Automatically apply Showing 1 out of 1 item(s)
[ Select 1 Computer Name Connected  Policy Status ~ Upgrade Status Ci 1 Enf it | Di | Enf IP Address Policy
o ETVS\SEUNGMIN-WINDOW [ ] Up to date Agent uninstalled None (Visibility) Mone (Visibility) test palicy
Showing 1 out of 1 item Showing all data
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2. MAC §|0| M E AR
— —
NG AF
2 . 1 To T 7\“
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Assets
Policy Name: | Disable Policy
Rules
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Mode: O Visibility O Control @ Disabled
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Software Rules Initial Settings: | Template Policy
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Files
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Total Computers: 0
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) save & Exit H B save H (9 cancel



https://bs.etevers.tech/uploads/images/gallery/2024-01/VCBimage.png
https://bs.etevers.tech/uploads/images/gallery/2024-01/vsUimage.png

E chac.seungmin.te...

Reports

Assets

Fi alog

Files on Gomput

Applications

ns on Computers
CPE Applications
CVEI

Devices

e Catalog

n Computers

Certificates

Rules

Tools

Administration

- 4443t Disable 25
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Home / Assets / Computers
Computers
Computers connected: 1 Total computers: 1 Current CL version: 1436  CL version for upgrade: 1355  Current Yara rule version: 1
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‘ (none) | |Saved View Name‘m (none) v || Ascending v | (none)

Show Filters » | Show Columns » | Exportto CSV | Refresh Table

‘ Action | Search: ‘ Enter Agent Version, Cnmpmel‘ ] Automatically apply Showing 1 out of 1 item(s)

Delete Computers
Reboot Computers

Set Computer Tags...

Connected Policy Status Upgrade Status C

Perform Cache Consistency Check...

Upload Diagnostic Files

Resend All Policy Rules
Resynchronize All File Infermation
Run Health Check

Prioritize Updates

Remove Prioritization of Updates

Showing all data

Move to Local Approval

Restore to Normal Enforcement Level

Move Computers to Policy

+ Automatic Uninstall

- Default Policy

-

Computers @
Computers connected: 1 Total computers: 1 Current CL version: 1436  CL version for upgrade: 1355  Current Yara rule version: 1
Saved Views: Group By: Days Disconnected:
| (none) | ‘ Saved View Name | (none) ~|| Ascending ~ ‘ (none) ~
Show Filters » | Show Columns » | Exportto CSV | Refresh Table
[ ‘ Action = l Search: ‘ Enter Agent Version, Compule|| [J Automatically apply Showing 1 out of 1 item(s)
[ select 1 Ci MName | Ci 1 | Policy Status Upgrade Status | Ci | Enfi Di | Enfi IP Address Policy
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| NON = Bit® — -zsh — 94x45

useungmin@seungmini ~ % cd fApplications/Bit®
useungmin@seungmini Bit? % ./uninstall.sh
Sending uninstall event

Stopping CB App Control Daemon...
Password:

Daemon stopped.

Stopping CB App Control MNotifier...
su: who are you?

Notifier stopped.

Stopping the CB App Control System Extension...

YES (8)

2824-81-17 14:58:43.564 appc-es-loader[4385:521651] Appc SystemExtension "com.vmware.carbonblac
k.appc-es—loader.appc-es—extension" request did finish: @

YES (8)

System Extension stopped.
Stopping the CB App Control Kernel Extension...
Driver stopped.

Removing CB App Contrel files...
security: SecKeychainSearchCopyMext: The specified item could not be found in the keychain.
security: SecKeychainSearchCopyNext: The specified item could not be found in the keychain.

CB App Control files removed.

Removing CB App Control Installer Packages...

No receipt for 'com.bit?.Bit%Agent.pkg' found at '/'.

No receipt for 'com.bit?.Bit9KernelZ.pkg' found at '/'.
Mo receipt for 'com.bit?.Bit%Daemon.pkg' found at '/

No receipt for 'com.bit?.Bit%Notifier.pkg' found at '/'.
Forgot package 'bit%.pkg' on '/'.

Forgot package 'launchagent' on '/'.

Forgot package 'launchdaemon' on '/'.

I'GB App Control Installer Packages removed. I

useungmin@seungmini Bit? % I

- 'App Control O 0| HE" E2| &l AL At LA Y& > [E0 2] A > A4 FHO| 4

Computers

Computers connected: 0 Total computers: 1 Current CL version: 1436  CL version for upgrade: 1355  Current Yara rule version: 1

Saved Views: Group By: Days Disconnected:

| (none)

v| |Saved View Name| | (none) v .Ascendlng v | (none) v

Show Filters » | Show Columns » | Exportto CSV | Refresh Table

l 1 Action w ] Search: | Enter Agent Version, Camputel| ] Automatically apply Showing 1 out of 1 item(s)

[ select 1 Comp Name Ci i | Policy Status Upgrade Status Ci 1 Enf Di 1 Enf IP Address
o® seungmini.local [ ] Up to date Agent uninstalled None (Disabled) None (Disabled) 172.16.234.100
Showing 1 out of 1 item Showing all data

- 00| E A Bt

=

Policy

Disable Policy
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Computers

Computers connected: 1 Total computers: 3 Current CL version: 1437  CL version for upgrade: 1355  Current Yara rule ve
Move checked computers to Disable Policy policy

Saved Views: Group By:
‘ {none) ‘ ‘Saved View Name‘ (none) vl Ascending

Show Filters » | Show Columns » | Exportto CSV | Refresh Table

1 Action = | Search: | Enter Agent Version, Computer Name, IP Address, Policy [ Automatically apply Showing 3

Delete Computers
Connec

Connected @ Policy Status Upgrade Status Enforce

Reboot Computers

Set Computer Tags... INDOW . Approvals out of date Up to date None (!

Perform Cache Consistency Check... Approvals out of date Agent uninstalled None (I
Resend All Policy Rules Showing all data
Resynchronize All File Information
Run Health Check

Prioritize Updates

Remove Prioritization of Updates

Move to Local Approval
Restore to Normal Enforcement Level

Move Computers to Policy -

+ Automatic Uninstall

* Default Policy

* Disable Policy

* test

- 0| Z0fl 444931 OO M E bl Z3E B 1S

[ EoN ] ~ useungmin — root@localhost:/opt/bit9/bin — ssh root@10.6.71.112 — 98x26

[root@localhost test-redhatl]# cd /opt/bit%9/bin
[root@localhost binl# sh ./b%uninstall.sh

DataDir = /srv/bit9

DestinationDir = /opt/bit9/bin

Command was rejected.

Access Denied: Authorization required

Stopping the App Control Daemon

The daemon has stopped

error: package b9notifier is not installed

Agent 8.7.20 uninstall attempt on Thu, 18 Jan 2024 11:06:20 +0900 (preun)
The daemon has stopped

Unload b9k_87201

Updating kernel module dependencies
Agent uninstalled completed at Thu, 18 Jan 2024 11:07:26 +0900

S AR A

Al

]
|1E

2 ASH0] Of| O] HE AfA|

o | Ao F2 (00
A2l

|HE L G|0|&{ AFA) : sh ./b9uninstall.sh
o 4<% (Ofo|dE

Z A| 2 ¢|0|e{ B2) : sh ./buninstall.sh -d
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Computers

Computers connected: 0 Total computers: 3 Current CL version: 1437  CL version for upgrade: 1355  Current Yara

Saved Views: Group By:
| (none) v] |Saved View Name| | (none) vH Ascending

Show Filters » | Show Columns » | Exportto CSV | Refresh Table

‘ Action = | Search: l Enter Agent Version, Computer Name, IP Address, Policy [J Automatically apply  Shoy
Delete Computers . ]
Reboot Computers Connected | Policy Status Upgrade Status P
Set Computer Tags... INDOW | @ Approvals out of date Up to date !
Perform Cache Consistency Check... [ ] Approvals out of date Agent uninstalled t

Upload Diagnostic Files
Resend All Policy Rules showing all data
Resynchronize All File Information
Run Health Check

Prioritize Updates

Remove Prioritization of Updates

Move to Local Approval

Restore to Normal Enforcement Level
Maove Computers to Policy -

* Automatic Uninstall
« Default Policy
* Disable Policy

* test
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[y Programs and Features . O x
&« ~ 4 [j * Control Panel > Programs > Programs and Features R
Control Panel Home :
Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
!;‘ Turn Windows features on or
o Organize ~ | Uninstall = e
MName 2 Publisher Installed On  Size Versic ™
& Azure Data Studio Microsoft Corporation 1/8/2024 649 MB  147.C
Browser for SQL Server 2019 Microsoft Corporation 1/8/2024 11.0 MB  15.0.2
(4[3 Carbon Black App Control VMware, Inc. 1/8/2024 810
Microsoft Edge Microsoft Corporation 1/8/2024 120.0
]ﬁ!Microsoﬁ Help Viewer 2.3 Microsoft Corporation 1/8/2024 121 MB 23.2
j Microsoft ODBC Driver 13 for SQL Server Microsoft Corporation 1/8/2024 641 MB 1314
- Microsoft ODBC Driver 17 for SQL Server Microsoft Corporation 1/8/2024 432 MB 174
] Microsoft OLE DB Driver for SQL Server Microsoft Corporation 1/8/2024 516 MB 18.2:
| Microsoft SQL Server 2012 Native Client Microsoft Corporation 1/8/2024 971TMB 1147
j Microsoft SQL Server 2019 (64-bit) Microsoft Corporation 1/8/2024
j Microsoft SQL Server 2019 Setup (English) Microsoft Corporation 1/8/2024 403 MB  15.0.c
j Microsoft SQL Server 2019 T-5QL Language Service Microsoft Corporation 1/8/2024 9.05 MB  15.0.2
,_71 Microsoft SQL Server Management Studio - 19.2 Microsoft Corporation 1/8/2024 277GB 19.2.F
ﬁMicrosoﬁ Visual C++ 2013 Redistributable (x86) - 12... Microsoft Corporation 1/8/2024 17.1MB 1204
ﬁMicrosoﬁ Visual C++ 2015-2022 Redistributable (x64)... Microsoft Corporation 1/8/2024 206 MB 1436
A Microsoft Visual C++ 2015-2022 Redistributable (x86).. Microsoft Cororation 1/8/2024 180 MB 1436
>

VMware, Inc. Product version:  8.10.0.485

@

- [App Control] M| AB{ g4 > [AHO{T] - [Z2 12H A|7H] A3 > 'Carbon Black App Control' A1EH

Help link:  http://www.carbonbla...

Support link:  http://www.carbonblack.com
Carbon Black App Control

Comments:

= [Uninstall] HE 22!
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