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1. Windows H|0| M E A X|

00| ME S 2ty : https://docs.vmware.com/en/VMware—Carbon-Black-App-Control/services/cb—appc-
oer-winagent-desktop/GUID-A22FCC4B-CA35-4DDF-AA52-A101581E34F4.html
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1.2.1 220|UE S5 I = H|Zds!

# 22 Z2OW J=2 Y 5= 23

msiexec.exe /i "C:\Path\To\PolicyInstaller.msi" /gn /norestart /L*v "C:\Temp\AgentInstall.log"

# Mzl T2 CLR2C RL A & A3
msiexec /i "https://IP or FQDN/hostpkg/pkg.php?pkg=PolicyInstallerLink.msi" /agn /norestart /L*v

"C:\Temp\AgentInstall.log"

o

AM
S

ton

1.2.2 220|ME S5 ZE

# 22 Z2OW J=2 Y 3= 23

msiexec.exe /i "PolicyInstaller.msi" B9_REGISTRATION_CODE=5% = Egoeshere /gn /norestart /L*v

"C:\Temp\AgentInstall.log"

# Mz T2 LRI E RL A FH & A3

msiexec /i "https://YourServer/hostpkg/pkg.php?pkg=PolicyInstallerLink.msi" B9_REGISTRATION_CODE=5= ZE /qgn

/norestart /L*v "C:\Temp\AgentInstall.log"

2. MAC 00| M E &X|

O[O|NME S 2t : https://docs.vmware.com/en/VVMware-Carbon-Black-App-Control/services/cb-appc-
oer—-macosagent/GUID-AODFB81D-AA7B-4DD6-A3F7-FD6E7E2BDFDB.html

2.1 GUI 2X|
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Carbon Black App Control for Mac provides :

* 24 Immediate visibility into all executable
files, whether running or not, on Mac
endpoints and servers, allowing you to
identify untrusted software and helping
protect your organization's trade
secrets and intellectual property.

Real-time signature-less detection and
prevention of advanced threats and
zero-day attacks that target the Mac
platform.

A recorded history of all endpoint and
server activity to accelerate incident
response

Please press 'Continue' to be guided through the
steps necessary to install
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3. Linux {|0| M E & X|

00| ™M E S 2t : https://docs.vmware.com/en/VMware-Carbon-Black-App-Control/services/cb—appc-
oer-linuxagent/GUID-CEDA5E05-2D84-4D58-BCD8-0F0FFA517AD2.html

3.1 CLI EX]

[ O ) useungmin — root@rpm-minion:/tmpfagent — ssh root@10.6.71.11 — 93x16

[root@rpm-minion agent]#|wget http://cbac.seungmin.test/hostpkg/pkg. php php=test-redhat.tgz
--2024-91-17 ©3:18:23-- .
Resolving cbhac.seungmin.test (cbac seungmin. test) . 10.6.71. 17

Connecting to cbac.seungmin.test (cbac.seungmin. test)|19.6.71.17|:86... connected.

HTTP request sent, awaiting response... 280 0K

Length: 1525 (1.5K) [text/html]

Saving to: ’‘pkg.php?php=test-redhat.tgz’

100%[ ==================3] 1,525 —.-K/s in @s

2024-01-17 ©3:18:23 (230 MB/s) - ‘pkg.php?php=test-redhat.tgz’ saved [1525/1525]

— Liunx 0fl App Control AX| T2 124 2 E (SSH E= Wget 0/ 8)
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[ WO ] useungmin — root@rpm-minion:/tmpfagent — ssh root@10.6.71.11 — 76x22

[root@rpm-minion agentl# tar -xvzf test-redhat.tgzl
test-redhat/server.cont
test-redhat/configlist.xml
test-redhat/configlist_v2.xml
test-redhat/b9install.sh
test-redhat/b%install.asc
test-redhat/bit9cs.asc
test-redhat/bit9cs_sha2.asc
test-redhat/b%9agentRedhaté.xrpm
test-redhat/b%9agentRedhat7.xrpm
test-redhat/b%9agentRedhat8.rpm
test-redhat/b%9agentRedhat9.rpm
test-redhat/b9notifierRedhaté.rpm
test-redhat/b%notifierRedhat7.rpm
test-redhat/b9notifierRedhat8.rpm
test-redhat/b9notifierRedhat9.rpm
[root@rpm-minion agent]# I

- M T2 S HR

[ N ] 1in — root@localhost:/homeftest-redhat — ssh root@10.6.71.112 — 96x24
[rootPlocalhost test-redhatl]# gpg --dearmor bit%cs_sha2.asc
[rootPlocalhost test-redhatl]# gpg —-—no-default-keyring ——homedir . —-keyring bit9cs_sha2.asc.gpg

——verify b9install.asc b9install.sh

gpg: WARNING: unsafe permissions on homedir '/home/test-redhat'

gpg: Signature made Mon Nov 27 21:41:04 2023 KST

gpg: using RSA key E7892ECDFDC509C6

gpg: /home/test-redhat/trustdb.gpg: trustdb created

gpg: Good signature from "build (carbonblack) <contact@®carbonblack.com>" [unknown]
gpg: WARNING: This key is not certified with a trusted signature!

gpg: There is no indication that the signature belongs to the owner.
Primary key fingerprint: 3567 6AEE 452F 91A6 @D2F 4A43 E789 2ECD FDC5 @9C6

-gpg 7| 215 S HX| AERE REd BA

—

- "Good signature from “build (carbonblack)”” HIMIX| &2l

H & 2 Public Key CH2 2 E : https://docs.vmware.com/en/VMware-Carbon-Black-App-

Control/services/cb—ac—announcements/GUID-123F59D1-E2C4-431F-8CEE-5D924CF83F13.html

[ NN } in — root@localhost:/home/test-redhat — ssh root@10.6.71.112 — 98x26

[root@localhost test-redhatl]# sh ./b%install.sh -n
Installing App Control agent package
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Starting the App Control Daemon
Completed agent install on Thu, 18 Jan 2024 10:41:34 +0900

Running scriptlet: nss-3.90.0-4.el8.x86_64 9/9
Running scriptlet: b%agent-8.7.20-1.el8.x86_64 9/9
Verifying ! nspr-4.35.0-1.el18.x86_64 1/9
Verifying nss—-3.90.0-4.e18.x86_64 2/9
Verifying nss—softokn-3.90.0-4.el18.x86_64 3/9
Verifying nss—softokn—-freebl-3.90.0-4.el8.x86_64 4/9
Verifying nss—sysinit-3.90.0-4.e18.x86_64 5/9
Verifying nss—-util-3.90.0-4.e18.x86_64 6/9
Verifying libicu-60.3-2.el18_1.x86_64 7/9
Verifying unzip—6.0-46.e18.x86_64 8/9
Verifying b9agent-8.7.20-1.el8.x86_64 9/9

Installed:
b9agent-8.7.20-1.el18.x8B6_64 libicu-60.3-2.el18_1.x86_64
nspr-4.35.8-1.el18.x86_64 nss—3.90.0-4.e18.x86_64
nss—-softokn-3.90.0-4.el18.x86_64 nss—-softokn—-freebl-3.90.0-4.e18.x86_64
nss—sysinit-3.90.0-4.el8.x86_64 nss—-util-3.90.0-4.e18.x86_64
unzip-6.0-46.e18.x86_64

Complete!

- x| 2 H Hx| 2=

] [ ] iin — root@localhost:fhome/test-redhat — ssh root@10.6.71.112 — 98x26

[root@localhost test-redhatl]# systemctl status b%9daemon.service

® b9%daemon.service — AppC b9daemon service
Loaded: loaded (/usr/lib/systemd/system/b%9daemon.service; enabled; vendor preset: disabled)
Active: active (running) since Thu 2024-01-18 10:41:34 KST; 4min 3s ago

Main PID: 2444 (b9daemon)

Tasks: 36 (limit: 49612)
Memory: 1.0G
CGroup: /system.slice/b%9daemon.service
Los4s fopt/bit9/bin/b9daemon

Jan 18 10:41:30 localhost.localdomain systemd[1]: Starting AppC b9daemon service...

Jan 18 10:41:30 localhost.localdomain b9daemon[2370]: b%9daemon called by start

Jan 18 10:41:30 localhost.localdomain b9daemon[237@]: Checking b9k_87281 Driver

Jan 18 10:41:30 localhost.localdomain b9daemon[237@0]: Looking if modules directory is updated

Jan 18 10:41:34 localhost.localdomain b9daemon[2370]: insmod /1ib/modules/4.18.6—193.&18.x86_64i

Jan 18 10:41:34 localhost.localdomain b9daemon[237@]: insmod /lib/modules/4.18.0-193.e18.x86_64%

Jan 18 10:41:34 localhost.localdomain b9daemon[237@0]: Starting b%daemon: [ OK ]

Jan 18 10:41:34 localhost.localdomain systemd[1]: Started AppC b%daemon service.

root
root
root
root
root
root
root
root
root 1

-O|IME EE2MNA =

Revision #17

2431
2432
2433
2434
2435
2436
2437
2444
1128

useungmin — root@localhost:/homeftest-redhat — ssh root@10.6.71.112 — 98x26

[root@localhost test-redhatl# ps aux | grep b9

0.0 0.0 (2} o ? S 10:41 0:00 [b9-WatchdogServ]

0.0 0.0 0 o ? S 10:41 ©0:00 [b9-ContextManag]

0.0 0.0 %} e ? S 10:41 ©9:00 [b9-DeviceTrackil

0.0 9.0 0 0 ? S 10:41 ©0:00 [b9-ProcessTrack]

0.0 0.0 %] e ? S 10:41 0:00 [b9-DirtyTrackin]

0.9 9.@ %] e ? S 10:41 8:00 [b9-RefCountCleal

0.0 9.0 0 0 ? S 10:41 0:00 [b9-restart-daem]

5.7 1.1 2528696 92604 ? Ssl 1@:41 0:45 /opt/bit9/bin/b9daemon
0.6 0.0 9180 972 pts/@ S+ 10:54 0:00 grep —--color=auto b9
x4} 8ol

Created 2024-01-15 22:34:35 KST


https://bs.etevers.tech/uploads/images/gallery/2024-01/V6Qimage.png
https://bs.etevers.tech/uploads/images/gallery/2024-01/t9bimage.png
https://bs.etevers.tech/uploads/images/gallery/2024-01/BDqimage.png

Updated 2025-04-19 02:06:16 KST



