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4 SQLQuery4.sql - CBAC-SEUNGMIN-T.das (CBAC-SEUNGMIN-T\Administrator (57))* - Microsoft SQL Server...
Fil Edit View Query Project Tools Window Help

(0 -0 B0 - AP BANvuey BRRRAR XA -C- (B
i § S| das - pBeute » v 2EEFER @ =

Object Explorer bl SOLOueryd.sgl - CB...Administrator (57))* + > eI TERS]

TR EXEC sp confipure 'show advanced options', 1
Connect~ I e P g p 3
onn ¥ ¥ V] .
=| E CBAC-SEUNGMIN-T (SQL Server 15, & RECONFIGURE

= Databases GO
= System Databases EXEC sp_configure "xp_cmdshell’, 1

= a master G0

@ a model RECONFIGURE

& g msdb Gd

@ g tempdb

Database Snapshots
& i das
B Security

- SSMS Z2E3S Y& £ 'das' B O|E{H|0| 201 R{2| 22 S5l, BI2datzl 'xp_cmdshell' 7|5 242t

E chac
Reports
Assets

Rules

Tools

Administration

Login Accounts

Users

User Ro

VIMW carbon Black App Control = cbac.seungmin.test Dashboards Reports v Assets v Rules Tools v

.seungmin.te.. G JENTRTEN / Administration / System Configuration / Advanced Options

System Configuration

" General ” Events ” Security \) Mail || Licensing || External Analytics H Connectors |

Advanced Options

Database Backup

Backup Type: | Local v

Backup Path: ci\test

les Enabled:

System Configuration Status: Next full backup required in 23 hours 55 minutes

- [App Control] ¥l & > [Settings] - [System Configuration] M|+ &< > 'Advanced Options' iS22 0|=
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System Configuration

General | Events | Security |(EEVCUSBRUSLEE Mail | Licensing | Extermal Analytics | Connectors

Advanced Options

Database Backup

Backup Type:  Local ~

Backup Path: c)\lest
Enabled:
Status: Next full backup required in 23 hours 55 minutes

- CfOlEfHf 0|2 el M 1

Backup Type : 22 £Cf 4% E& 9|3 G0 2% Me
Backup Path: 22 Z2 @l £E 9|3 Z2 92
Enabled : 3| 32FA MEHSIO] B Ol S5} 213

Status : B 9| &z AEN &0l

vmw Carbon Black App Control £ cbac-seungmin-test Dashboards Reports Assets v Rules v Tools v Alerts 2 Settings £

g cbac-seungmin-t.. &

Saved Views: (The Current View Has Unsaved Changes - Discard) Group By: Subgroup By:
none; v Saved View Name - none; || Ascendin ~ none; v D

Reports ‘ (none) ‘ ‘ | Create ‘ (none) k] (none)

Max Age:

‘ 2 days V‘
Cached Events S
Dashboards Hide Filters = | Show Columns » | Exportto CSV | Access Event Archives | Refresh Table
Baseline Drift

Filters

Add filter | ~|

External Notifications

T 95

Assets

Rules

Tools l ‘ Action = ] Search: ‘ Enter File Hash, IP Address, Platform, Source, Subtype [[J Automatically apply Showing 425 out of 674 item(s)

Administration Severity Type Subtype Source Description
Info Server Management Server backup started System Database backup has been enabled, starting backup service.
Notice Server Management Server backup stopped System Backup has been disabled, stopping backup service.

- [App Control] & 2% > [Reports] - [Events] Of| '+ & &0t0] i AEf O|HIE 0|2 =fl

M [ = | test - a X
Home  Share  View (7]
« v P » ThisPC » Local Disk (C:) » test v ) Search test Pl

la)

MName Date modified Type Size
s Quick access -

vz backu 2/5/2024 11:47 PM Configuration sett... 1KB
I Desktop = P i g

|_,- Full_backup.bak 2/5/2024 11:47 PM BAK File 78,953 KB
4 Downloads

£ Documents

& N

- gH
=N

1%
oY

20| A=l backup.ini & Full_backup.bak It k0l

1.2 AB{-0l 0| 4E 2 S41 QIS4 Q! (MEHAZ

F0 2 M https://community.carbonblack.com/t5/Knowledge-Base/App-Control-How-To-Export-the-App-Control-Agent-

o

Communication/ta-p/51850
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== Typethe name of a program, folder, document, or Internet
i=y resource, and Windows will open it for you,

Open: I I v

G This task will be created with administrative privileges.

Cancel || Browse... |

- App Control Mt Z<&310] 'certlm.msc' AsH

ﬁ certlm - [Certificates - Local Computer Trusted People\ Certificates] ik O *

File Action View Help
o= xFE B|6=HE

¥ Certificates - Local Computer A || |ssued To . lssued By Expiration Date
» [] Personal

> | Trusted Root Certification
» || Enterprise Trust

> | Intermediate Certification
» | Trusted Publishers

5 | Untrusted Certificates

> || Third-Party Root Certifical
be || Trusted People
7 Certificates

Teicbacseungmintest  vRealize Suite Lifecycle Manager L. 1/7/2026 ||

eporter tH-root

5 || Preview Build Roots

5 [] Test Roots

» [] CarbonBlack

» [ ] Srnart Card Trusted Roots
» [ ] Trusted Packaged App Ins
5[] Trusted Devices

» [] Web Hosting

> [ Windows Live ID Token |ss ¥
< > <

La

Trusted People store contains 2 certificates.

- [Trusted People] - [Certificates] MEHGIO] 'App Control' Q= A{ &0l

D A2 Q1 Q1= X 20l Of|%+ : [App Control] ¢ 24 Z <4 > [Settings] - [System Configurations] 0|+ AEH# > [Security] B} AEH

ﬁ certlm - [Certificates - Local Computer\Trusted Pecple\Certificates] == O X
File Action Wiew Help
e nm {2 XE= HE

G Certificates - Local Computer A || |ssyed To Issued By Expiration Date
> || Personal

» [] Trusted Root Certification
» [ Enterprise Trust

> || Intermediate Certification
> || Trusted Publishers Cut I Export.. I
» [] Untrusted Certificates Copy

» [] Third-Party Root Certifical s

w [] Trusted People Flete

| Certificates Properties

> || Client Authentication lssu
» [] Preview Build Roots Help
» [] Test Roots

» || CarbonBlack

> || Smart Card Trusted Roots
» || Trusted Packaged App Ins
» [] Trusted Devices

» [ Web Hosting

> 71 Windows Live ID Token lss ¥
< > < >

chac.seungmin.test ifecycle Manager L... 1/7/2026
Reporter 3/14/2026

All Tasks > COpen

Open

Export a certificate
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© & Certificate Export Wizard

Export Private Key
‘You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

(O) es, export the private key

(®) No, do not export the private key

-UYEL7| 84 ME

o 22 Y UIIS 2HS Y3 ASA
o Yes, export the private key /1€

o QCEOIE o Mzfels SAIS 95 AIZA
o No, do not export the private key /1EH

& b Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

DER encoded binary ¥.509 (.CER)

Base-54 encoded ¥. 509 (. CER)

Cryptographic Message Syntax Standard - PKICS #7 Certificates (.P7B)
Include all certificates in the certification path if possible

(®) Personal Information Exchange - PKCS #12 ((PFX)
Indude all certificates in the certification path if possible

[ pelete the private key if the export is successful
Export all extended properties

Enable certificate privacy

Microsoft Serialized Certificate Store (L35T)

- AN REO| %

rr

2M MEeH

(NI ]

o EZ QiU IIS THS Y5 AIEA
o Mindade all cartricates in the certification path if possible |2
o Export all extended properties |3
o Enable certificate privacy |3

o ACmOIE O A2|gls SAIS /5t oS A

o ODER encoded binary X. 509 (.CER) |3
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£ Certificate Export Wizard

Security
To maintain security, you must protect the private key to a security principal ar by
using a password,

Group or user names {recommended)

Add

Remove

Password:

Confirm password:

rh
g
it
1%
0
—_
o
-4
0x
njo
Ho
rol

QIEAQ B 'Password' A2 L A

& L¥ Certificate Export Wizard

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

You have specdified the following settings: Crmdice Fopot Micard =
File Name C:\Jsers'y
Export Keys fes The export was successful,
Indude all certificates in the certification path ‘Yes
File Format Personal I
< >

-0 2 2|2] 2| Gottf AS M UELT| 2=
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2.1 SOL Server A x|
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4 S0OL Server 2019 Setup - O

Complete

Your 5QL Server 2019 installation completed successfully with product updates.

A lshia Information about the Setup operation or possible next steps:

License Terms

Global Rules

Feature Status

. & Database Engine Services Succeeded
Micrd Miniats (&) SOL Browser Succeeded
L Lt 1% saL Writer Succeeded
Install Setup Files @ Client Tools Connectivity Succeeded
Install Rules @ 5QL Client Connectivity SDK Succeeded

I SO liant Cannactiib: Surcasdad

Feature Selection
Feature Rules

Instance Configuration Details:

Server Configuration Install successful.
Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

Summary leg file has been saved to the following lecation:

C\Program Files\Microsoft SOL Server\150%Setup Bootstraphlogh20240114 230920\Summary WIN-
OHDSCACSZ236 20240114 23092964

Close

- SQL Server A z| (SQL Server A2z| 710|E 2tX)

Object Explorer *+ 31X

Connect~ ¥ " 0 Y ¢ »
B B CBAC-SEUNGMIN-T (SQL Server 15.0.2000.5 - CBAC-SEUNGMIN-T\Administrator »
& Databases

= Security
El g

o New Login... ings
o o+ Filter ez
.
= . Start PowerShell wl
ag IS
s N Reports C
a N
&N Refresh
s NT SERVICE\SQLTELEMETRY
sa NT SERVICE\SQLWriter
s NT SERVICE\Winmgmt
M sa

- [SSMS] &< > [Security] > [Logins] 2F2F & &< > 'New Login' AMEH
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B Login- Mew = O
e e IT Script ~ ) Help
& General
& Server Roles
& User Mapping Login name: {115 APPPOOL DefautAppPocll | search..
# Securables ; o
& Status (® Windows authentication
(C) 5QL Server authertication
(T} Mapped to certificate
(O} Mapped to asymmetric key
e [ Map to Credertial - Add
. Mapped Credertials Credential F
CBAC-SEUNGMIN-T
Connection:
CBAC-SEUNGMIN-T \Administratol
i View connection properties
Progress < > Remaove
Ready Default database: master bt
Default language: <defautt> B4

- 'IIS APPPOOL\DefaultAppPool' A& &7t

2.2 App Control A%
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Carbon Black App Control - InstallShield Wizard

Please read the following license agreement carefully.

License Agreement G

*

Ll

Carban Black
Agpp Contral

PLEASE NOTE THAT THE TERMS OF THIS END
USER LICENSE AGREEMENT SHALL GOVERN
YOUR USE OF THE SOFTWARE, REGARDLESS
OF ANY TERMS THAT MAY APPEAR DURING
THE INSTALLATION OF THE SOFTWARE.

IMPORTANT-READ CAREFULLY: BY

(®) I accept the terms of the license agreement

(_)1 do not accept the terms of the license agreement

- ParityServerSetup.exe T2 1124 AlISH Gl 2t0|MA S9|

VMWARE END USER LICENSE AGREEMENT

Print

Cancel
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Carbon Black App Control - InstallShield Wizard X

Select Features VImwEne
Select the features setup wil install, G Carban Black
App Cantial

Select the features you want to install, and deselect the features you do not want to install.

Carbon Bladk App Control Server
| Carbon Black App Control Console ME |
Carbon Black App Control C I 258 MB
] Carbon Black App Control Reporter ME |
[7] Carbon Black App Control Report 9 MB

Destination Folder

C:\Program Files (x8&)\Bit3

Space Required on C: 300 MB
Disk Space...
Space Available on C: 77358 MB =
< Back Mext = Cancel
- M2 AW TN U 42 91X, 8 EHol
Carbon Black App Control - InstallShield Wizard x

D atabase Server VITIWEE
Select databaze server and authentication method. G N
App Cantmal

Select the databaze server from the lizt below or click Browse to see a list of all databaze
zErvers. 1ol can alzo specify the wap to authenticate your lagin uzing your curent credentials or
a 50L Login 1D and Pazzword.

Databaze Server:

|[|'3"3~3|] e Browse. .

Initially connect using:
(®) Windows authentication
() 50L Server authentication using the Login 1D and password below

Login 1D

Pazzword: L\}

< Back Cancel

- Database A{H{ 2{2| '(local)' & 2 1S &H MEH
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X

vIThare

Cadban Black
App Cartral

Carbon Black App Control - InstallShield Wizard
Carbon Black App Control Database Configuration
Configure database to be used by Carbon Black App

Control Server
Please select one of the following database configuration options:

() Create a new database
Create a new Carbon Black App Control Database

Control D atabase

e
¥ app Lo

Use an existing database

Uze an existing Carbon Black

Restore from a Carbon Black App Control D atabase backup. Uparade if neccessary.

(®) Restore from a database backup
<Back [ Nest> |  Cancel |

- 7| & 20l M 25t B O|E{H|| 0| A AFR-E 2|3l 'Restore from a database backup' &4 AEH
Carbon Black App Control - InstallShield Wizard x
Carbon Black App Control Backup Restoration vmware
G Carban Black
App Cantral
Please enter the location of the Carbon Bladk App Control Server backup.

Chuestion
The Carbon Black App Control Database contains a backup of

previously used Console and Server certificates.

“ @
Do you want to reuse them?
| Yes | Mo

@
Al
La
m
=

- 22 Y A8 ASH YA of 2ol
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- 7|2 MEet THE ME{Of A E 2| MBI 'Yes' Bl E 22, backup.ini IHUQ| B gtS ARZSHO] AP 2| BB 'No

Carbon Black App Control - InstallShield Wizard .

Carbon Black App Control Backup Restoration vmware
G Carkamn Black
App Cantral
Pleg Question
The Carbon Black App Control Server address from backup.ini
[cbac.seungmin.test) does not correspond with the detected
IE computer address [cbac-seungmin-test), :|
If you are installing to a different server [cbac-seungmin-test), .
choose YES. J
If you are using an alias for your server [cbac.seungmin.test], -
L\\) choose MO to use the address from the backup.ini file,
I Yes I | Mo
InstallShield
| <Back | MNext> |  Cancel |

Carbon Black App Control - InstallShield Wizard X

Carbon Black App Control Backup Information

vImware
Carban Black
App Cantral

- Backup.ini It 0|

Please review the following information. Carbon Black App Control installer will restore its
database based on the information you provided.

Sackup Directory: C:\Users\Administrator\Downloads)

Install Directory from backup: C:\Program Files (x86)\Bit9\Parity Server),
Server IP: chac-seungmin-test

Agent SOAP Port: 0

Agent Binary Port: 41002

Carbon Black App Control Version: 8.10.0/485

nstallShield
< Back || Next > I Cancel
AME M HY 20| dAH o2 AHEQU=2] =l
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Carbon Black App Control - InstallShield Wizard X

Log On Carbon Black App Control Server As GB

Cartsan Slack
Agrp Cantrol

Specify the user account to be used by Carbon Black App Control Server. The user account must
be in the format "DOMAINA sermame” and must have access to the SOL database server,

Local System Account

(®) Specify Account

User name:

[ chac-seungmin-thadministrator I

Password:

[ seccseee |

InstallShield

< Back Mext > ~ Cancel

- App Control Server 2 SQL Server Off AN A 7Hs S Windows AFE AL A 2|

Carbon Black App Control - InstallShield Wizard X
Ready to Install the Program
The wizard is ready to begin installation. GB Carban Biack
App Cantral

Click Install to begin the installation.

If you want to review or change any of your installation settings, didck Back. Click Cancel to
exit the wizard.

<Back [ mstal | cancel

- [Install] HHES S50 22| 2
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Carbon Black App Control - InstallShield Wizard X

Restore Pre-Existing X.509 Certificate for Carbon vmware
A password is required to re-use existing X509 certificate GB ek
file. Agp Cantral

Specify password for Server certificate. Default valug is the same like specified for Console
5] certificate.

Enter Password: I sesssese |

Confirm Password: [ 00000000 |

InstallShield

<Back | Next> |  Cancel

- 7|2 1IS AISAOf CHEt 2= 4™

Carbon Black App Control - InstallShield Wizard

<

InstallShield Wizard Complete

vmware

Carbon Black
App Control

< Back Finish Cancel
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@3 Carbon Black App Control - Upd x| @3 Carban Black App Control - Dav. x| +

G O & httpsy/cbac.seungmin.test/Update.php Y ¥ °

VMW carbon Black App Control 2 cbac.seungmin.test Dashboards ~  Reports »~  Assets v Rules v  Tools v Settings ﬂ Help e admin =

g CELEET LD RO Y o me ¢ Administration / Update Agent/Rule Versions Version 8.10.0.485

@ Successf =0 @
Reports @ Successfully Q@
Assots Update Agent/Rule Versions @

Rules  r e e e e

(@ Successfully installed.

Click to dismiss

or

Select a File

System Configuration

- [App Control] ¥l =& &< > [Settings] > [Update Agent/Rule Version] Ojj45 0
HO0|HE 2E

S & 'SelectaFile' E='EeiA M EFS YAz 8 L 0OS

LinuxHostPackagelnstaller.exe
WindowsHostPackagelnstaller.exe
MacHostPackagelnstaller.exe
RulesInstaller.exe

3. |OJ&f =2

mw Carbon Black App Control g cbac-seungmin-test Dashboards Reports Assets v Rules ~ Tools

-

== cbac-seungmin-t.. Home [ Assets / Computers

Reports Computers

Assets Computers connected: 1 Total computers: 1 Current CL version: 132449  CL version for upgrade: 132449  Current Yara rule version: 2
Saved Views: Group By: Days Di:

Files | (none) v| | Saved View Name | ‘ (none) v|| Ascending v | (none)

File Catalog

Files on Computers Show Filters » | Show Columns » | Exportto CSV | Refresh Table

Applications

A ication Cataliy Search: | Enter Agent Version, Computer Name, IP Address, Policy [CJ automatically apply Showing 1 out of 1 item(s)

Applications on Computers

[ select 1 Computer Name Y Connected Policy Status Upgrade Status Connected Enforcement
CPE Applications
4 seungmini.local Up to date Up to date None (Visibilit
CVE Instances & g o P p ( y)
Showing 1 out of 1 item Showing all data

Devices
Device Catalog

Devices by Serial Number
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g cbhac-seungmin-t...

Reports

Cached Events
Dashboards

Baseline Drift
Reports
Snapshots

Extemal Notifications

Assets

Rules

Tools

Administration

-20/34/28 S8R

OB #17

K AN 522 2024 11:00:49
/47 18 42 2025 17:06:16

<]

Sto|
=)

VIMVW carbon Black App Control

Show Filters » | Show Columns » | Exportto CSV = Access Event Archives |

Refresh Table

£ cbac-seungmin-test Dashboards Reports Assets v Rules - Tools ~
Saved Views: (The Current View Has Unsaved Changes - Discard) Group By:
‘(none) v| |SavedViewName| ‘(none) ~|| Ascending
Max Age:
‘ 2 days v|

Search: | Enter File Hash, IP Address, Platform, Source, Subtype

[ select 126

| [ Automatically apply Showing 674 out of 674 item

Timestamp »

Feb 52024 10:03:25 PM
Feb 52024 10:03:25 PM
Feb 52024 10:03:25 PM
Feb 52024 10:03:25 PM
Feb 52024 10:03:25 PM
Feb 52024 10:03:25 PM
Feb 52024 10:03:22 PM
Feb 52024 10:02:47 PM

Feb 52024 10:02:45F ¥
Feb 52024 10:02:42 PM
Feb 52024 10:02:42 PM

Feb 52024 10:02:27 PM
Feb 52024 10:02:27 PM
Feb 52024 10:02:27 PM

Warning

Info
Info
Info
Notice

Info
Info

Info

Type

g

Policy Management
Policy Management
Policy Management
Policy Management
Policy Management
Policy Management
Server Management

Server Management
Server Management
Policy Management
Server Management

Policy Management
Policy Management

Policy Management

Subtype

e

File approval created
File approval created
File approval created
File approval created
File approval created
File approval created

Server shutdown

Agent trust cert file created

Install succeeded
AD rules loaded
Server restart

File approval created
File approval created

File approval created

Source

g
System
System
System
System
System
System
System
System

System
System
System

System
System

System
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