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Policy Name:

Description:

Mode: @ Visibility (O Control (U Disabled

Initial Settings: | Template Policy ~

Options: [ Automatically Upgrade Agents Track File Changes
[l Load Agent in Safe Mode [_]Suppress Logo In Notifier
Total Computers: 0

Connected Computers: 0

Save & Exit || [ Save || Cancel
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o Automatically Upgrade Agents : 0| M E0f| CHet AtS 0| =

o Track File Changes : I} FI7HAMN|/HE =X

o Load Agent in Safe Mode (7| 232}) : QtX B =0 A

o Suppress Logo in Notifier : | 0| M E 20| 224t
e Total Computer : 0| HEE = HFE U
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Advanced [EEFIL Custom Memory Registry Publisher Rapid Computers || Device Control
Rules Rules Rules Rules Rules Configs Settings
Name Status Notifiers
Block unanalyzed scripts and executables ‘ Active vl <default>: Block unanalyzed scripts and executables vl Add Edit
Block unapproved scripts ‘ Active vl ‘ <default>: Block unapproved scripts vl Add Edit
Block unapproved executables ‘ Active vl ‘ <default>: Block unapproved executables vl Add Edit
Block banned file names Active v ‘ <default>: Block banned file names vl Add Edit
Block banned file hashes ‘ Active V’ ‘ <default>: Block banned file hashes V’ Add Edit
Block executables run from a network drive ‘ Off vl { <default>: Block executables run from a network drive vl Add Edit
Sleorgzj;f:swnh ganned|puklisharsion ‘ Active V’ ‘ <default>: Block files with banned publishers or certificates V’ Add Edit
Enforce memory rules Active v ‘ <default>: Enforce memory rules V’ Add Edit
Enforce registry rules Active v { <default>: Enforce registry rules vl Add Edit
Enforce custom (file and path) rules Active v ‘ <default>: Enforce custom (file and path) rules VI Add Edit
Enforce tamper protection Active v ‘ <default>: Enforce tamper protection VI Add Edit
Terminate processes with banned images Report Only VI <default>: Terminate processes with banned images VI Add Edit
Locqlly approve unapproved files on transition from Visibility or Low Enforcement Level to
Medium or High
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o Active : 243}
o Off : H|2tM 3}
o Report Only : & H|AE - Ot X CHSH 23 7| =
m. Custom Rules H Memory Rules \”/ Registry Rules ”I Publisher Rules ”’ Rapid Configs ” Computers ” Device Control Settings ]
Show Filters » | Show Columns » | Exportto CSV | Refresh Table
Show Rules That Apply To All Policies
Search: | Enter File Hash, Name [ Automatically apply Showing 25 out of 240 item(s)  Showing 1 out of 1 group(s)
h 4
Type Name File Hash Source Name Date Modified Is Global
B Type: Approval 240 item(s)
A Approval B9CustomAction.dll d7103f91ecf520fdfcf600c6bc24b1139d663be69f4aBa3376369b19ab374bce Carbon Black Installation Feb 18 2024 04:42:19 PM Yes
4 Approval ParityAgentDB.dll ec337f688a2045bf7210183493618c¢39662b20d38777547487d5e8bfe26325b3 Carbon Black Installation Feb 18 2024 04:42:19 PM Yes
= Approval cb7zip.dil 96b0ddd51e2027b56ead99a4cd178246d9f3859bd252afd2dd04206702aa69b0 Carbon Black Installation Feb 18 2024 04:42:19 PM Yes
A Approval Crawler.exe ccB5f2e65b0d1addBebafa31558e62bcaa37745addc68abeBf7b9f31753ec601 Carbon Black Installation Feb 18 2024 04:42:19 PM Yes
£4 Approval DasCLl.exe 6581d9cc447cadfed54e9b2cd674dbB9003d0f6914db0d3de7a5e 5ebd5a52a86 Carbon Black Installation Feb 18 2024 04:42:19 PM Yes
(3 Approval dbghelp.dil 1e3770a286d59b0a300535ff0c47696353c6549eab68abald81ee798e0ebd373 Carbon Black Installation Feb 18 2024 04:42:19 PM Yes
A Approval ipworks8.dll 3d66133777b880f7ef677c414627482b99de340987402507cd27d308890ecalb Carbon Black Installation Feb 18 2024 04:42:19 PM Yes
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o Ban: IOhY &3 X}E

o Ban (Monitor) : It ASH0| CHSt OfHI E 2

Advanced File Rules mﬂ!a Memory Rules ” Registry Rules ” Publisher Rules H Rapid Configs H Computers ” Device Control Settings

rch: | Enter Name, Path, Process

‘ ] Automatically apply Showing 43 out of 43 item(s)

Rank & Status Platform Rule Type Name Action
1 Enabled Windows Expert Tag process as msiexec identified by yara Tag Target
2 Enabled Windows Performance Optimization Ignare system log files Ignore
5 Enabled Windows Expert Examine powershell script contents Tag Target
6 Enabled Windows Expert Block powershell scripts that execute memory Block, Finish Rule Group
8 Enabled Windows Expert Do not treat these processes as .NET applications Remove Process Tags
9 Enabled Windows Expert Report read-only memery map operations on unapproved executables by .NET applications Report, Query Reputation
12 Enabled Windows Expert Deny read-only memory map operations on banned executables by .NET applications Block
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[ Advanced ” File Rules H Custom Rules | Memory Rules ( Registry Rules ” Publisher Rules ” Rapid Configs ” Computers H Device Control Settings ]
Show Filters » | Show Columns » | Exportto CSV | Refresh Table
[CJ Show Disabled Rules
[CJ show Rules That Apply To All Policies
Search: | Enter Name, Path, Process [JJ Automatically apply Showing 0 out of 0 item(s)
Rank » Status Platform Name Action Operation Permissions Path Process User or Group Date Modified Last Modified By Policy
No data found.
Showing 00s Showing all data
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Advanced H File Rules H Custom Rules ” Memory Rules Registry Rules Publisher Rules H Rapid Configs H Computers ” Device Control Settings
Show Filters » | Show Columns » | Exportto CSV | Refresh Table
Show Disabled Rules
Show Rules That Apply To All Policies
Search: | Enter Name, Path, Process [J Automatically apply Showing 7 out of 7 item(s)
Rank » Status Platform Name Action Operation Path
4 Disabled Windows Case Sensitivity: Block Registry Modifications Block, Finish Rule Group Create Key, Rename Key, Delete Key,... HKLM\SYSTEM\*co
4 2 Disabled Windows [Sample] Block Suspicious System Changes Block, Finish Rule Group Create Key, Rename Key, Delete Key,... HKLM\software\mi
[C4 3 Disabled Windows [Sample] Prompt on Suspicious changes to Startup Files Prompt, Finish Rule Group Create Key, Rename Key, Delete Key,... *\software\microso
4 4 Disabled Windows [Sample] Report Typical Changes to Startup Files Report Create Key, Rename Key, Delete Key,... *\software\microso
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( Advanced ” File Rules ” Custom Rules ” Memory Rules H Registry Rules | Publisher Rules Rapid Configs ” Computers H Device Control Settings

Filters
Add filter | ~|
Aopiy
Search: | Enter Name [J Automatically apply Showing 28 out of 28 item(s)  Showing 2 out of 2 group(s)
Approved
Name State Date Approved or Banned ;L e First Seen Date Trust Acknowlec
By
B State: Unapproved 25 item(s)
= Q Microsoft Windows Unapproved Feb 18 2024 04:56:17 PM Not trusted (Unknown) No
»Q Microsoft Windows Publisher Unapproved Feb 18 2024 04:56:19 PM Not trusted (Unknown) No
»Q Microsoft Windows Hardware Abstraction Layer Publisher Unapproved Feb 18 2024 04:56:28 PM Not trusted (Unknown) No
®Q Microsoft Windows Hardware Compatibility Publisher Unapproved Feb 18 2024 04:56:32 PM Not trusted (Unknown) No
»Q VMware Inc. Unapproved Feb 18 2024 04:57:52 PM Not trusted (Unknown) No

e Publisher Rules : Windows & MAC Ol A AFE &= AZEQ K QIS A0 TSt ¢l H 0|52l 72

Zolst M SHE H RHE

| Advanced ” File Rules ” Custom Rules H Memory Rules ” Registry Rules H’ Publisher Rules . Computers H Device Control Settings ]

Modified

Name « Description Enabled Configured Platform By

Policy

Reports or prevents potentially malicious
behavior related to browsers. This includes
execution of files downloaded by browsers,
Browser Protection modification of the hosts file, and modification No No Windows System
of browser related registry entries. Minimum
Carbon Black App Control agent versien to use
this Rapid Config is 8.0.0.

All Current and Future
Policies

®

Provides protection against tampering with the
Carbon Black App Control Server. Minimum
Carbon Black App Control agent versicn to use
this Rapid Config is 7.2.0.

All Current and Future

@ Carbon Black App Control Server Tamper Protection Policies

No Yes Windows System

Prevents tampering with Carbon Black EDR.
3 Carbon Black EDR Tamper Protection Minimum Carben Black App Control agent No Yes Windows System
version to use this Rapid Config is 7.2.0.

All Current and Future
Policies

Reports or prevents potentially malicious
behavior related to file based cryptomining
attacks. Minimum Carbon Black App Control
agent version to use this Rapid Config is 8.0.0.

All Current and Future

= Cryptomining Protection Policies

No No Windows System

o Rapid Configs : MIEX QI HHE ME57| M, &SI AELQIE BS SHAS HO|517| 28t HM NS

. Advanced H File Rules H Custom Rules H Memory Rules ” Registry Rules ” Publisher Rules H Rapid Configs .. Device Control Settings ‘

Show Filters » | Show Columns » | Exportto CSV | Refresh Table

Search: | Enter Agent Version, Computer Name, IP Address ‘ [ Autematically apply Showing 1 out of 1 item(s)
Computer Name Connected Policy Status Upgrade Status IP Address
= ETVS\SEUNGMIN-WINDOW [ ] Up to date Up to date 10.6.71.15
Showing 1 out of 1 item Showing all data
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Advanced H File Rules H Custom Rules H Memory Rules ” Registry Rules ” Publisher Rules H Rapid Configs H Computers Device Control Settings

Name Status Notifiers

Block writes to unapproved removable devices | Off - ‘ ‘ <default>: Block writes to unapproved removable devices ~ | Add Edit
Block writes to banned removable devices | Active V‘ ‘ <default>: Block writes to banned removable devices v | Add Edit
Report reads from unapproved removable devices | Off v‘ ‘ <none> v|

Report reads from banned removable devices | Off v‘ ‘ <none> v|

Block executions from unapproved removable devices | Off V‘ ‘ <default=: Block executions from unapproved removable devices v | Add Edit
Block executions from banned removable devices | Active v‘ ‘ <default>: Block executions from banned removable devices v | Add Edit
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