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o https://docs.vmware.com/en/VMware-Carbon-Black-EDR/7.7.1/vmw-cb-edr-ug/GUID-

9CFOF950-E9B8-45C7-9FD5-887866657AAF.html

e TTPsand MITRE 7| &= XS
o https://docs.vmware.com/en/VMware—Carbon-Black-Cloud/services/carbon-black-cloud-

user-guide/GUID-857AA662-6DA1-4265-99E7-A65B7E1F50CC.html
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o https://docs.vmware.com/en/VMware-Carbon-Black-Cloud/services/carbon-black—cloud-

user—guide/GUID-A9A1FD79-AC43-4CAC-B1D8-4B0A69FF8407.html
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o https://docs.vmware.com/en/VMware-Carbon-Black-Cloud/services/carbon-black—cloud-

user—quide/GUID-187BF058-1719-4E57-9A5A-E9D338D62C99.html|

Workload Protection

SHO|IHHIO| M HE 7|8t 2= MS
o vCenterE Sall HHXE HAH LHE 4 Q= ESXi 5t0|IHHIO|X VIB I 7| X| XS
o Instant Clone VDI S9| 2140 =2

o https://docs.vmware.com/en/VMware—Carbon-Black-Cloud-

Workload/1.2/carbonblack_workload/GUID-071DC7EC-3CB1-487B-BBB9-

CD670513EA70.html
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o https://docs.vmware.com/en/VMware-Carbon-Black-Cloud-

Workload/1.2/carbonblack_workload/GUID-E2ED3713-315B-4EEE-A3E8-A7A09A011101.html
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o https://docs.vmware.com/en/VMware-Carbon-Black-Cloud-

Workload/1.2/carbonblack_workload/GUID-E579E334-80F1-4876-8AA0-F29BAB441887.html
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o Sensor Gateway

o https://docs.vmware.com/en/VMware-Carbon-Black-Cloud-

Workload/1.2/carbonblack_workload/GUID-CC4071BA-E3A5-4E3D-A659-

AF2F14B508C6.html

Advanced
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https://docs.vmware.com/en/VMware-Carbon-Black-Cloud-Workload/1.2/carbonblack_workload/GUID-E579E334-80F1-4876-8AA0-F29BAB441887.html
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Audit & Remediation

o Osquery Set lO[HME HIZ SHS d &4 X AT AL HALHIS

o https://docs.vmware.com/en/VMware-Carbon-Black-Cloud/services/carbon-black—cloud-

user—quide/GUID-3DD4AC73-3531-4023-85A1-09D469214920.html

e Osquery HIEE XS

o https://docs.vmware.com/en/VMware—Carbon-Black-Cloud/services/carbon-black-cloud-

user—-guide/GUID-129D4F84-1BF0-49F3-BF95-83002FD63217.html
o Osquery AtZXtE XS

o https://docs.vmware.com/en/VMware-Carbon-Black-Cloud/services/carbon-black—cloud-

user—quide/GUID-3DD4AC73-3531-4023-85A1-09D469214920.html

e CIS Benchmarks =38 2! 211 M| &

o https://docs.vmware.com/en/VMware-Carbon—-Black-Cloud/services/carbon-black—cloud-

user—quide/GUID-E5EFA185-AB06-41A0-ABF4-9BA4CD1E1032.html

Vulnerability Management

o Windows 2EH M H 0HZ2((0[d FH =l L WIHHS

o https://docs.vmware.com/en/VMware—Carbon-Black-Cloud-

Workload/1.1/carbonblack_workload/GUID-12E5COBF-566D-43F3-BB41-

63DEET1E182E3.html

o Linux 2EHIXN X OWZ2[A 0|9 FH =2l L 7L HS

o https://docs.vmware.com/en/VMware—Carbon-Black-Cloud-

Workload/1.1/carbonblack_workload/GUID-12E5COBF-566D-43F3-BB41-

63DEET1E182E3.html
o CVSS7IEH I A= NS

o https://docs.vmware.com/en/VMware-Carbon-Black-Cloud/services/carbon-black—cloud-

user—guide/GUID-F99243BC-3CD5-4EEE-BI9D5-CE31A112BD66.html
e CVE-ID 7|& QUL HIS

o https://docs.vmware.com/en/VMware-Carbon-Black-Cloud/services/carbon-black—cloud-

user—quide/GUID-3621AFA1-668C-4E9E-923E-E8E9DO1AE99E.html

Enterprise

Enterprise EDR
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o https://docs.vmware.com/en/VMware-Carbon-Black-Cloud/services/carbon—black—cloud-
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o https://docs.vmware.com/en/VMware-Carbon-Black-Cloud/services/carbon-black—cloud-

user—quide/GUID-18D2C498-DD6A-4731-BD61-7EF7B471401E.html
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o https://docs.vmware.com/en/VMware-Carbon-Black-Cloud/services/carbon—black—cloud-

user—quide/GUID-1759B0E7-A08A-48CC-954B-E75017A3A02B_copy-xdr.html

Add-on

Host Based Firewall

e https://carbonblack.vmware.com/resource/vmware-carbon-black-cloud-host-based-firewall-

solution-brief?path=/carbon-black-host-based-firewall

Extended Detection and Response (XDR)

e Network Detection and Response

o https://carbonblack.vmware.com/resource/carbon-black-xdr-technical-overview#network-

connection-visibility

¢ Host Intrusion Detection System

o https://carbonblack.vmware.com/resource/carbon-black-xdr-technical-overview#ids—

observations

o Anomaly Classification

o https://docs.vmware.com/en/VMware-Carbon-Black-Cloud/services/carbon—black—cloud-

user—quide/GUID-1759B0OE7-A08A-48CC-954B-E75017A3A02B_copy—xdr.html

Extended Data Retention

e https://blogs.vmware.com/security/2021/05/announcing-increased-data-retention—for-vmware-

carbon-black-cloud.html
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Managed Detection

e https://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/docs/vmwcb-datasheet-

managed-detection.pdf

Managed Detection and Response

e https://www.vmware.com/products/managed-detection-and-response.html
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https://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/docs/vmwcb-datasheet-managed-detection.pdf
https://www.vmware.com/products/managed-detection-and-response.html

Device Control

API, Event Forwarder

Audit and Remediation

> Live Query

> Live Response

> CIS Benchmarks

Vulnerability

Management

Enterprise EDR

> Anomaly
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> vSphere Integration
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