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Omnissa security
response

Learn more about Omnissa’s external security vulnerability
response policies and view Omnissa Security Advisories
(OMSAs)

Omnissa external security vulnerability response
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Omnissa Security Advisories

O ViewAll Severity v Search vulnerabilities Q
Severity CSSV3 Range Identifier Details
'AY High 6.8 OMSA-2024-0001 Workspace ONE UEM: CVE-2024-22260 [+
oy Moderate 555 VMSA-2023-0027 Workspace ONE Launcher: CVE-2023-34064 L +]
'A% High 8.8 VMSA-2023-0025 Workspace ONE UEM Console: CVE-2023-20866 L+]
PN Moderate 53 VMSA2023-00T7 Horizon Server: CVE-2023-34037, CVE-2023- o
34038
WorkspaceONE Access, Identity Manager: CVE-
™ 6.1 VMSA-2023-00T1
Jay Moderate 2023208684 [+
Y Moderate 6.3 VMSA-2023-0006 Workspace ONE Content: CVE-2023-20857 L+]
. Workspace ONE Access, Identity Manager: CVE-
High 53-72 VMSA-2022-0032
9 2022-31700, CVE-2022-31701 ©
Critical 42-98 VMSA-2022-0028 Workspace ONE Assist: Multiple CVEs ©
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Workspace ONE UEM: CVE-2024-22260

Workspace ONE UEM update addresses an information

High o8 OMSA-2024-0001 exposure vulnerability e
/Ay Moderate 6.3 VMSA-2023-0027 Workspace ONE Launcher: CVE-2023-34064 ©

High 8.8 VMSA-2023-0025  Workspace ONE UEM Console: CVE-2023-20866

PN Moderate 53 VMSA-2023-0017 Horizon Server: CVE-2023-34037, CVE-2023- o
34038
PN Moderate 61 VMSA-2023-001] WorkspaceONE Access, Identity Manager: CVE- o

2023-20884
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Advisory 1D OMSA-2024-0001
CVSS¥3 Range: 6.8

Moderate
Issue Date: 2024-06-27
Updated On:  2024-0627 (Initial Advisory)
CVE(s): CVE- 4-22260

Synopsis: VMware Workspace One UEM update addresses  an information
exposure  vulnerability (CVE-2024-22260)

1.Impacted Products

VMware Workspace ONE UEM

2. Introduction
A vulnerability affecting Workspace ONE UEM cndpoints  was responsibly reporied to VMware. Updates arc available to remediate  this vulnerability in affected
VMware products.

3. Injection Vulnerability (CVE-2024-22260)

Description

Workspace ONE UEM endpoints contain an information exposure vulnerability. VMware has evaluaied the severity of this issue to be in the Moderate severity range

with a maximum CVSSv3 base score of 6.8-.

Known Attack Vectors

A malicious actor with network access to the Workspace One UEM may be able to perform an attack resulting in an information exposure.
Resolution

To remediate  CVE-2024-22260 apply the updates listed in the 'Fixed Version' column of the 'Response Matrix' below.

Waorkarounds

None.
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Response  Matrix

Product Version
VMware Workspace One 23.10x
UEM
VMware Workspace One 236x
UEM
VMware Workspace ONE 232x
UEM
VMuware Workspace One 2212

UEM

4. References

Downloads

and Documentation:

Running On

VMware Workspace ONE UEM - 23.10.0.13

https:// resources.workspaceone.com/

CVE Identifier

CVE-2024-22260

CVE-2024-22260

CVE-2024-22260

CVE-2024-22260

view/ nzf369miB8y2m3nwigpd

VMware Workspace ONE UEM - 23.6.0.30

https:// resources.workspaceone.com/

view/ pcn963yp&l5vbkr8icyf

VYMware Workspace ONE UEM - 23.2.0.46

https:// resources.workspaceone.com/

e 'Response Matrix

e #

o Product:
o Version :
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CVSSv3

6.8

6.8

6.8

6.8

o Fixed Version : sHEt F|2H0| E2= M= HA

Revision #6

Created 2025-09-30 23:27:20 KST by &5} 2!
Updated 2025-10-20 20:08:56 KST by 252!

Severity

Moderate

Moderate

Moderate

Moderate

Fixed Version

23.10.0.13

23.6.0.30

23.2.0.46

22.12.0.47

Additi

None

None
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