vMLIVE - Tips & Tricks When
Upgrading vSphere
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Before We Get Too Far..

Set some expectations here!

What This Talk Is

Salient points and things to think about

Some irreverent takes based

on actual experiences
Resources for planning

Background information

Help to build confidence that this can

(and should) be done
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What This Talk Is Not

All deployments are different, so not

comprehensive

Not going to fix process issues inside your

organization
Not a substitute for testing
Not a substitute for GSS

Parts of a plan, but not an actual plan!
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Why Do People Usually Decide To Upgrade?

End of Support Want a Feature Lack Hobbies
Being Proactive
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vSphere 8...

vSphere Release Schedules

ployy 2023 2024

vSphere 8 GA >

vSphere 8 Update 1 >

vSphere 8 Update 2 >

vSphere 8 Update

vSphere 8 is currently at Update 2...
It receives patches for security & functional issues, and new Updates for features.
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Upgrade Paths to get to vSphere 7

Need to be at vSphere 6.5 or higher

Source

vSphere 5.5

vSphere 6.0

vSphere 6.5

Destination

vSphere 7

vSphere 7

vSphere 7

vSphere 7

Upgrade Path

Not Supported

Not Supported

Supported

vSphere 6.7

Supported

Please consult the release notes prior to patching or upgrading
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Upgrade Paths to get to vSphere 8
Need to be at vSphere 6.7 or higher

Source Destination Upgrade Path

vSphere 5.5 vSphere 8 Not Supported

vSphere 6.0 vSphere 8 Not Supported

vSphere 6.5 vSphere 8 Not Supported

vSphere 6.7 vSphere 8 Supported

vSphere 7 vSphere 8

Supported
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vmware CUSTOMER CONNECT Products and Accounts e Vore T Register  Login

Search n

Q, Update sequence f.. X Q vmci firewall X Q replace certificate X

Actions

Update Sequence for VMware vSphere 8.0 i
and Compatible VMware Products (89745) & print
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Additional Resources &
> Detalls
n KB * Downloading and licensing
vSphere Hypervisor (ESXi 7.x and 8.x)
v Solution (2107518)
This table describes the upgrade path for VMware vSphere 8.0 and its compatible VMware products: E Docs * VMware ESXi Upgrade -

Supported Update Sequence VMware vSphere 7.0
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External PSC is Converged in vSphere 7+
Simplified SSO Topologies

vSphere SSO Domain vSphere SSO Domain vSphere SSO Domain

e e —— - -
s ™ ) ) . T i

horizon.local vsphere.local warehouse.local
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Also a Time to Consider...

@ G

Changing from Enabling Installing Updating HW
Legacy to UEFI Secure Boot TPM 2.0 Settings
vmware
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What If Your Hardware Isn’t Listed?!
Hardware OEMs Pay attention to Is it possible to
do the certification device drivers just try one host?

more than CPUs
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VMware HCX
vMotion
M |g I’at[O N Cross-vC vMotion

Methods

Site Recovery

& [

Cloud DR

Content Library
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Move Workloads Between Unrelated vSphere Instances
Advanced Cross-vCenter vMotion

SSO domain X a SSO domain Y
Import VMs from source

Migrate VMs to target
Import from

T [ ke O —

JARN 6.0U3 and up, with Ul
(®)

’ ‘ ’ ‘ D ‘ integration since 7U1c.
g R e — ..
Migrate to Bulk migrations into
VMware Cloud on AWS
vCenter| : R i Prerequisites for
Swveel — vMotion - — - connectivity, bandwidth,

latency/round trip time,
DNS configuration

Source: Destination:
vSphere Infrastructure Wherever!
vmware 2
by Broadcom
Cross vCenter vMotion 2 AF25t0] vCenter A{B{ 7+2| vMotion 2 E5lf 7t4t HAIS &4 7t 0t0| 12|0| M 2 RISHe 4~ QIC}.

ME22 st48 A5t S, 0| 8H41to| 0H0| 124|0|M A2 5|0, Pull 2 Push #Al© 2 A 510 010|120 RIGHSHCY.
J12{L} Cross vCenter vMotion2| Z<0l= AFE5t7| 28t A 2710] 225tH, s M| 2742 of2iet ZTt.

Configmax AtO|EE E5H 2} vCenter 2| S&t%|= B &0l T Gt
ZSIDNS A S 7H17f0F 5t2= DNS 14 st

2t vCenter?| VDS H{ 0| S YUsHO} &t
VIPM 2 2E HEY2 VM S LZ 351510 ALR3H= A2 Key Provider 7t M2 S5l 0F &

4. 91720l
4.1 212|0|E 28712 A|ZAEQIE


https://bs.etevers.tech/uploads/images/gallery/2024-04/EM7image.png
https://bs.etevers.tech/uploads/images/gallery/2024-04/d9Simage.png

Upgrading vCenter Server
Bob’s Big List of Little Things To Think About, Page 1

—_

Is NTP set correctly on everything?

Do all your components have correct A & PTR records in DNS?

Do all your DHCP IPs have A & PTRs, too?

Do you know your appliance root passwords? Do they work? Did they expire?
Do you know your administrator@vsphere.local password? Does it work?

Do you know your ESXi root passwords? Do they work?

Do you know your KMS connection information?

Can you get to the consoles of your ESXi hosts?

© o N o o &~ W N

Do you have a file-based backup of vCenter Server?
Do you have an image-based backup of vCenter Server? You’re sure?
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Upgrading vCenter Server

Bob’s Big List of Little Things To Think About, Page 2

10. Do you have a spare IP address for the temporary appliance? Give it A & PTR, too.
11. Do you need firewall rules for the temporary appliance IP?

12. Are there triggered alarms or environment health check issues?

13. Are you using custom certificates? Will they expire in the middle of the upgrade?
14. Are your third-party tools figured out?

15. Do you want to change the FQDN of vCenter Server in this process? (6.7U3+)

16. Are your target hosts at the right levels?

17. Do you need all your event history & performance data?
Is the retention set correctly in vCenter Server for events, tasks, and performance?

18. Do you need to disable logins to vCenter Server?
19. Do you want to put DRS & HA in different modes? (Do NOT turn DRS off!)
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Upgrading vCenter Server
Bob’s Big List of Little Things To Think About, Page 3

20. Will you need to rejoin a domain, or switch to AD over LDAPS?
Do you have credentials for that? Is the new method tested?
21. Do you need a firewall/storage/DNS/AD admin on call?
22. Do you need a change freeze for workloads/apps, storage, network changes?

23. While vCenter Server is down how will you access VM consoles if needed?
Do you need an extra staff member to handle this so you can focus on the upgrade?

24. Do you need a DRS rule to place vCenter Server & PSCs in a known location?

25. Do you have your upgrade process written down in a place that doesn’t have a
dependency on your vSphere environment?

26. Did you test the process using nested ESXi?

27. Do you have a backup copy of your Native Key Provider?
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28.Did you remember
that production is
never really like test?
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Sample Process For Upgrading vCenter Server: Page 1
Not complete, add your own steps!

—

Day before: Did you need/want to remove third-party plugins?

Day before: Reboot your vCenter Servers & PSCs in-situ

Disable non-administrator logins to vCenter Server

o~ W N

clones if you are concerned about disk performance with snapshots

Power everything up, verify that it is working, no alarms

Upgrade/Migrate.

© ©o N o

Log in, ensure hosts reconnect, upgrade agents.
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Day before: Did you need/want to change database retention in vCenter Server?

Shut vCenter Servers & PSCs all down, take snapshots via ESXi (PowerCLI + DRS!) or

Rename the old vCenter Server & PSCs to -OLD (so you can name the new ones right)

2

Sample Process For Upgrading vCenter Server: Page 2
Not complete, add your own steps!

10. Check for updates in the VAMI & patch if available.

1. Check settings in VAMI (root expiration, logging, NTP)

12. Configure file-based backup, fix image backup jobs

13. Reinstall third-party tools

14. Fix authentication if necessary & restore logins

15. Fix DRS & HA settings

16. Ensure console access works

17. Wait a few days and remove the clones/snapshots/old vCenter & PSC VMs.

18. Reset administrator@vsphere.local and root passwords, store in password vault
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Leave time between
upgrading vCenter
Server and ESXi
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Plan to complete the
cluster ESXi upgrade
relatively quickly
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Do not upgrade VM
hardware versions until

you are done
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> DSwitch 1

i Switch Details
& Actions - DSwitch 1
Distributed Port Group >
Notes
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Edit Notes... Edit Notes...
Upgrade > Q Upgrade Distributed Switch...
Tays
Settings > @
Assigned Tag Category
Move To...
Rename....
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lecent Task Add Permission...
ask Name Alarms »| ¥ Status v  Detalls
X Delete
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vmware Product Lifecycle Matrix

mmunities | Feedback

Last Updated (Local Time): 2023/06/12 22:00

Export selections to: @y Gm! gy o Show:

Supported Productd supported Product Red: Within 6 months Purple: Reached End of General Support

Background Color  Product release with grey background indicates it is unsupported

| End of General End of Technical
Support o

End of Lifecycle
ty ¥ X Guidance Availability ¥ Pol

Product Release A&aﬁ\rgﬂ\ﬁ olicy

( vCenter Server 4.x 2009-05-21 2014-05-21 2016-05-21 2013-08-15 EIP

(] wCenter Server 5.0 and 5.1 20M-08-24 2016-08-24 2018-08-24 2017-12-08 EIP

( vCenter Server 5.5 2013-09-19 2018-09-19 2020-09-19 2017-12-08 EIP

L vCenter Server 6.0 2015-03-12 2020-03-12 2022-03-12 2020-05-15 EIP

() wvCenter Server 6.5 2016-11-15 2022-10-15 2023-11-15 2020-05-15 EIP VIEW

_J vCenter Server 6.7 2018-04-17 2022-10-15 2023-11-15 2020-05-15 EP VIEW
vCenter Server 7.0 2020-04-02 2025-04-02 2027-04-02 2022-10-11 EIP VIEW
vCenter Server 8.0 2022-10-11 2027-10-1 2029-10-11 EIP

[J vCenter Server Heartbeat 5.5 2009-1-19 2011-03-10 N/A 2014-06-02

(O] vCenter Server Heartbeat 6.0 and 6.5 2010-07-13 2015-07-13 2017-0713 2014-06-02 EIP

. vCenter Server Heartbeat 6.6 2013-09-22 2018-09-19 2020-09-19 2014-06-02 EIP

1 columns lines per page 20 Allitems 1- T of litems

All dates presented in this document are in the ISO developed international format. This format uses a numerical date system as follows: YYYY-MM-DD where YYYY is the year, MM the month and DD the day. The information contained herein is believed to
be accurate as of the date of publication, but updates and revisions may be posted periodically and without notice. VMWARE DOES NOT PROVIDE ANY WARRANTIES COVERING THIS INFORMATION AND SPECIFICALLY DISCLAIMS ANY LIABILITY FOR
DAMAGES, INCLUDING, WITHOUT LIMITATION, DIRECT. INDIRECT. CONSEQUENTIAL, INCIDENTAL, AND SPECIAL DAMAGES. IN CONNECTION WITH THE INFORMATION PRESENTED HERE.
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VMware vSphere 8.0 Release

Notes

VMware vCenter Server Photon
OS Security Patches

VMware Host Client 2.5.0
Release Notes

» ESXi Update and Patch Release
Notes

» vCenter Server Update and Patch

Releases

> VMware Host Client Release
Notes

» Product Documentation

> vSphere Archive Packages

vSphere with Tanzu

v

> VMware vSAN
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Docs / VMware vSphere

VMware vSphere 8.0 Release Notes v f
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(] Updated on 05/09/2023

VMware vSphere 8.0 | 11 OCT 2022
ESXi 8.0 | 11 OCT 2022 | Build 20513097
vCenter Server 8.0 | 11 OCT 2022 | Build 20519528

Check for additions and updates to these release notes.

What's New

« This release of VMware vSphere 8.0 includes VMware ESXi 8.0 and VMware vCenter Server 8.0. Read about the new and

enhanced features in this release in the vSphere 8 Technical Overview Blog,
The vSphere 8.0 release notes do not include the following release notes:

« VMware vSphere With Tanzu

* Tanzu Kubernetes releases

+ VMware vSAN

* VMware Host Client

General Availability

In this article x

What's New

General Availability
Internationalization
Compatibility
Before You Begin

Installation and Upgrades for
This Release

Open Source Components for
vSphere 8.0

Product Support Notices

Known Issues ~

Send Feedback

Product Download

+ vSphere 8.0 is designated General Availability (GA). Custom ISO images that use ESXi 8.0 GA as a base image and include OEM

firmware and drivers are available.

e ——
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' https://docs.vmware.com/kr/VMware-vSphere/8.0/rn/vmware-vsphere-80-release-notes/index.html
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Compatibility Guides

Search Compatibility Guide: ?

(e.g compatibility or esx or 30)

All Listings

What are you looking for [ I
Product Release Version: System Type:

Al Al

ESXi 8.0 U2 ‘ Blade

ESXi 8.0 Ut Mother Board

ESXi 8.0 Rack or Tower

ESXi 70 U3 Rackmount

ESXi 70 U2 Tower

Partner Name: Features:

Al 0 i
Aberdeen LLC Certified Memory - DRAM

Acer Inc Certified Persistent Memory (PMerm)
ACME Distributed Services Engine

Action Extended Configuration Maximum

Adiink technology inc. Fault Tolerant(FT)

Advantech Corporation Intel Optane Persistent Memory (PMem) M¢
AIC Inc. Intel SGX

Alibaba Cloud Computing Limited Legacy FT

Altos Computing Inc. PCle Hot-Plug Ready

AMAX Information Technologies Quick Boot

/APARNA SYSTEMS, INC SRAI0OV

Keyword:Q

Update and View Results Reset

VMware A|Z =0f| tigt SE=90] =

Total combined memary (PMem + DRAM)
Trusted Platform Module (TPM)
UEFI Secure Boot

L

. Compatibility Guides Help Current Resuts: [0]
Additional Criteria: (Collapse All)
[=/Min Certified Memory: ~/Max Certified Memory:
Al ] [An ~
E\ ‘.’wekets: | ;“Enh‘wm vMotion Capability Modes:
]

i"MIl Cores per Socket:
Al

[ICPU Series:

A

/AMD EPYC 7001 Series

/AMD EPYC 7002/7Fx2/7Hx2 Series
|AMD EPYC 7003/7003X Series
|/AMD EPYC 8004 Series

/AMD EPYC 9004 Series

|AMD Opteron 6200 Series

[ Posted Date Range:
[An

[ ] https://www.vmware.com/resources/compatibility/search.php

/AMD Opteron™ Generation 1
AMD Opteron™ Generation 2
|AMD Opteron™ Generstion 3
|AMD Opteron™ Generation 3 without 3DNc
/AMD Opteron™ Generation 4

= Fault Tolerant Compatible Sets:
Al

IAMD Bulldozer Generation

|/AMD Opteron™ Generation 3

AMD Piledriver Generation

Intel® Haswell Generation

Intef® Ivy-Bridge Generation

Intef® Nehalem Generation

Intef® Penryn Generation

Intef® Sandy-Bridge Generation

4
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VMware vSphere 8

Security Configuration Guide

https://via.vmw.com/scg
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Sign Up For VMware Security Advisory (VMSA) Email

https://www.vmware.com/security/advisories.html

D @ cowow -+
G O mp————
vmware s VMSAs emailed

the moment
they are
published

VMware S » Advisories

VVMware Security Advisories B s Feea

VMware Security Aavisories document remediation for security vuinerabiliies that are reported in Sign up for Security Agvisories
VMware products. Sign up on the right-hand side of this page 1 receive new and updated advisories in

Just VMSAs;
no marketing

Show[10_v] entries

Know before

Advsctyly Severity CVE(s) Updated On
e your Infosec
people ask!
> E/gl;: 2022- Low - \\,/uh;ﬂr":a'l:b”r‘([:):ijcfo’;_\;\ggg-u;ig Tesses a denial-of-service 2022-11-29 »

> gzdéA 2022- T . ;/UIIA"T:.?‘:L-)I\‘/E:T ize Log Insight contains multiple stored cross-site scripting 2022-0712
vmware
by Broadcom
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